
Sampling:	design	and	analysis	solutions	manual	pdf	template	s

http://foaptoa.com/wb3?utm_term=sampling:%20design%20and%20analysis%20solutions%20manual%20pdf%20template%20s


Sampling:	design	and	analysis	solutions	manual	pdf	template	s

Introduction.	3	About	this	Guide.	4	Use	Cases.	5	Architecture	and	Components.	12	Orchestration	Plane.	25	Data	Plane.	28	SD-WAN	Routing.	40	Firewall	Port	Considerations.	43	Controller	Deployment	48	WAN	Edge	Deployment	63	Management	Plane.	87	Deployment	Planning.	97	Appendix	A:	Documentation	References.	99	Feedback.	100	Introduction
The	enterprise	landscape	is	continuously	evolving.	There	is	a	greater	demand	for	mobile	and	Internet-of-Things	(IoT)	device	traffic,	SaaS	applications,	and	cloud	adoption.	In	addition,	security	needs	are	increasing	and	applications	are	requiring	prioritization	and	optimization,	and	as	this	complexity	grows,	there	is	a	push	to	reduce	costs	and	operating
expenses.	High	availability	and	scale	continue	to	be	important.	Legacy	WAN	architectures	are	facing	major	challenges	under	this	evolving	landscape.	Legacy	WAN	architectures	typically	consist	of	multiple	MPLS	transports,	or	an	MPLS	paired	with	an	Internet	or	LTE	used	in	an	active/backup	fashion,	most	often	with	Internet	or	software-as-a-service
(SaaS)	traffic	being	backhauled	to	a	central	data	center	or	regional	hub	for	Internet	access.	Issues	with	these	architectures	include	insufficient	bandwidth	along	with	high	bandwidth	costs,	application	downtime,	poor	SaaS	performance,	complex	operations,	complex	workflows	for	cloud	connectivity,	long	deployment	times	and	policy	changes,	limited
application	visibility,	and	difficulty	in	securing	the	network.	In	recent	years,	software-defined	wide-area	networking	(SD-WAN)	solutions	have	evolved	to	address	these	challenges.	SD-WAN	is	part	of	a	broader	technology	of	software-defined	networking	(SDN).	SDN	is	a	centralized	approach	to	network	management	which	abstracts	away	the	underlying
network	infrastructure	from	its	applications.	This	de-coupling	of	data	plane	forwarding	and	control	plane	allows	you	to	centralize	the	intelligence	of	the	network	and	allows	for	more	network	automation,	operations	simplification,	and	centralized	provisioning,	monitoring,	and	troubleshooting.	SD-WAN	applies	these	principles	of	SDN	to	the	WAN.	The
Cisco®	SD-WAN	solution	is	an	enterprise-grade	WAN	architecture	overlay	that	enables	digital	and	cloud	transformation	for	enterprises.	It	fully	integrates	routing,	security,	centralized	policy,	and	orchestration	into	large-scale	networks.	It	is	multitenant,	cloud-delivered,	highly	automated,	secure,	scalable,	and	application-aware	with	rich	analytics.	The
Cisco	SD-WAN	technology	addresses	the	problems	and	challenges	of	common	WAN	deployments.	Some	of	the	benefits	include:	●					Centralized	network	and	policy	management,	as	well	as	operational	simplicity,	resulting	in	reduced	change	control	and	deployment	times.	●					A	mix	of	MPLS	and	low-cost	broadband	or	any	combination	of	transports	in
an	active/active	fashion,	optimizing	capacity	and	reducing	bandwidth	costs.	●					A	transport-independent	overlay	that	extends	to	the	data	center,	branch,	and	cloud.	●					Deployment	flexibility.	Due	to	the	separation	of	the	control	plane	and	data	plane,	controllers	can	be	deployed	on	premises	or	in	the	cloud.	Cisco	WAN	Edge	router	deployment	can	be
physical	or	virtual	and	can	be	deployed	anywhere	in	the	network.	●					Robust	and	comprehensive	security,	which	includes	strong	encryption	of	data,	end-to-end	network	segmentation,	router	and	controller	certificate	identity	with	a	zero-trust	security	model,	control	plane	protection,	application	firewall,	and	insertion	of	Cisco	Umbrella™,	firewalls,
and	other	network	services.	●					Seamless	connectivity	to	the	public	cloud	and	movement	of	the	WAN	edge	to	the	branch.		●					Application	visibility	and	recognition	in	addition	to	application-aware	policies	with	real-time	service-level	agreement	(SLA)	enforcement.	●					Dynamic	optimization	of	SaaS	applications,	resulting	in	improved	application
performance	for	users.	●					Rich	analytics	with	visibility	into	applications	and	infrastructure,	which	enables	rapid	troubleshooting	and	assists	in	forecasting	and	analysis	for	effective	resource	planning	About	this	Guide	This	design	guide	provides	an	overview	of	the	Cisco	SD-WAN	solution.	It	discusses	the	architecture	and	components	of	the	solution,
including	control	plane,	data	plane,	routing,	authentication,	and	onboarding	of	SD-WAN	devices.	It	covers	redundancy	of	SD-WAN	components	and	discusses	many	WAN	Edge	deployment	considerations	and	common	scenarios.	It	also	focuses	on	NAT,	Firewall,	and	other	deployment	planning	considerations.	The	intended	audience	is	for	anyone	who
wants	a	better	understanding	of	the	Cisco	SD-WAN	solution,	especially	network	architects	that	need	to	understand	the	workings	and	deployment	best	practices	in	order	to	make	good	design	choices	for	an	organization’s	Cisco	SD-WAN	implementation.	This	design	guide	is	a	companion	guide	to	the	associated	prescriptive	deployment	guides	for	SD-
WAN,	which	provide	details	on	deploying	the	most	common	SD-WAN	use	cases.	The	guide	is	based	on	vManage	version	19.2.1	and	below.	The	topics	in	this	guide	are	not	exhaustive.	Lower-level	technical	details	for	some	topics	can	be	found	in	the	companion	prescriptive	deployment	guides	or	in	other	white	papers.	See	Appendix	A	for	a	list	of
documentation	references.	Note	that	there	may	be	feature	and	capability	differences	between	the	two	major	platform	choices	for	Cisco	SD-WAN,	vEdge	and	IOS	XE	SDWAN	WAN	Edge	devices.	Some	differences	and	limitations	may	be	pointed	out	in	the	guide,	but	be	certain	to	check	the	hardware/software/feature	compatibility	tool	at	for	support
information	before	planning	your	SD-WAN	deployment.	In	addition,	please	review	the	software	release	notes	at	for	more	information	on	the	specific	software	release	before	deploying.	Use	Cases	There	are	four	major	use	case	categories	for	the	Cisco	SD-WAN	solution:	Use	Case	Description	Secure	Automated	WAN	Secure	connectivity	between	remote
offices,	data	centers,	and	public/private	cloud	over	a	transport	independent	network	Application	Performance	Optimization	Improves	the	application	experience	for	users	at	remote	offices	Secure	Direct	Internet	Access	Locally	offloads	Internet	traffic	at	the	remote	office	Multicloud	Connectivity	Connects	remote	offices	with	cloud	(SaaS	and	IaaS)
applications	over	an	optimal	path	and	through	regional	colocation/exchange	points	where	security	services	can	be	applied.	Secure	Automated	WAN	The	secure	automated	WAN	use	case	focuses	on	providing	the	secure	connectivity	between	branches,	data	centers,	colocations,	and	public	and	private	clouds	over	a	transport	independent	network.	It	also
covers	streamlined	device	deployment	using	ubiquitous	and	scalable	polices	and	templates,	as	well	as	automated,	no-touch	provisioning	for	new	installations.	Figure	1.			Secure	Automated	WAN	-	providing	secure	connectivity	to	private/public	clouds	and	other	sites	The	following	are	just	a	sampling	of	use	cases	associated	with	this	category:	●				
Automated	Zero-Touch	Provisioning:	The	ability	to	remotely	provision	a	router	anywhere	in	the	WAN	by	just	connecting	it	with	a	cable	to	the	transport	network	and	powering	it	on.	The	WAN	Edge	router	discovers	its	controllers	automatically	and	fully	authenticates	to	them	and	automatically	downloads	its	prepared	configuration	before	proceeding	to
establish	IPsec	tunnels	with	the	rest	of	the	existing	network.	Automated	provisioning	helps	to	lower	IT	costs.	●					Bandwidth	Augmentation:	Allows	customers	to	increase	WAN	bandwidth	by	leveraging	all	available	WAN	transports	and	routing	capabilities	to	distribute	traffic	across	available	paths	in	an	active/active	fashion.		Traffic	can	be	offloaded
from	higher	quality,	more	expensive	circuits	like	MPLS	to	broadband	circuits	which	can	achieve	the	same	availability	and	performance	for	a	fraction	of	the	cost.	Application	availability	is	maximized	through	performance	monitoring	and	proactive	rerouting	around	impairments.	●					VPN	Segmentation:	Traffic	isolation	is	key	to	any	security	strategy.
Traffic	that	enters	the	router	is	assigned	to	a	VPN,	which	not	only	isolates	user	traffic,	but	also	provides	routing	table	isolation.	This	ensures	that	a	user	in	one	VPN	cannot	transmit	data	to	another	VPN	unless	explicitly	configured	to	do	so.	When	traffic	is	transmitted	across	the	WAN,	a	label	is	inserted	after	the	ESP	header	to	identify	the	VPN	that	the
user’s	traffic	belongs	to	when	it	reaches	the	remote	destination.	Figure	2.			End-to-end	segmentation	●					Centralized	Management:	vManage	offers	centralized	fault,	configuration,	accounting,	performance,	and	security	management	as	a	single	pane	of	glass	for	Day	0,	Day	1,	and	Day	2	operations.	vManage	offers	operational	simplicity	and
streamlines	deployment	by	using	ubiquitous	policies	and	templates,	resulting	in	reduced	change	control	and	deployment	times.	For	information	on	deployment,	see:	SD-WAN	End-to-End	Deployment	GuideCisco	SD-WAN:	WAN	Edge	Onboarding	Deployment	Guide	Cisco	SD-WAN:	Enabling	Firewall	and	IPS	for	Compliance	SD-WAN:	Administrator-
Triggered	Cluster	Failover	Deployment	Guide	Application	Performance	Optimization	There	are	a	variety	of	different	network	issues	that	can	impact	the	application	performance	for	end-users,	which	can	include	packet	loss,	congested	WAN	circuits,	high	latency	WAN	links,	and	suboptimal	WAN	path	selection.	Optimizing	the	application	experience	is
critical	in	order	to	achieve	high	user	productivity.	The	Cisco	SD-WAN	solution	can	minimize	loss,	jitter,	and	delay	and	overcome	WAN	latency	and	forwarding	errors	to	optimize	application	performance.			The	following	Cisco	SD-WAN	capabilities	helps	to	address	application	performance	optimization:	●					Application-Aware	Routing:	Application-aware
routing	allows	the	ability	to	create	customized	SLA-policies	for	traffic	and	measures	real-time	performance	taken	by	BFD	probes.	The	application	traffic	is	directed	to	WAN	links	that	support	the	SLAs	for	that	application.	During	periods	of	performance	degradation,	the	traffic	can	be	directed	to	other	paths	if	SLAs	are	exceeded.	The	figure	below	shows
that	for	application	A,	Path	1	and	3	are	valid	paths,	but	path	2	does	not	meet	the	SLAs	so	it	is	not	used	in	path	selection	for	transporting	application	A	traffic.	Figure	3.			Application-Aware	Routing	–	protecting	traffic	with	performance-based	path	selection	●					Quality	of	Service	(QoS):	QoS	includes	classification,	scheduling,	queueing,	shaping	and
policing	of	traffic	on	the	WAN	router	interfaces.	Together,	the	feature	is	designed	to	minimize	the	delay,	jitter	and	packet	loss	of	critical	application	flows.	●					Forward	Error	Correction	(FEC)	and	Packet	Duplication:	Both	features	are	used	for	packet	loss	mitigation.	With	FEC,	the	transmitting	WAN	Edge	inserts	a	parity	packet	for	every	four	data
packets,	and	the	receiving	WAN	Edge	can	reconstruct	a	lost	packet	based	on	the	parity	value.	With	packet	duplication,	the	transmitting	WAN	Edge	replicates	all	packets	for	selected	critical	applications	over	two	tunnels	at	a	time,	and	the	receiving	WAN	Edge	reconstructs	critical	application	flows	and	discards	the	duplicate	packets.	●					TCP
optimization	and	Session	Persistence:	These	features	can	address	high	latency	and	poor	throughput	for	long-haul	or	high	latency	satellite	links,	for	example.	With	TCP	optimization,	a	WAN	Edge	router	acts	as	a	TCP	proxy	between	a	client	and	server.	With	Session	Persistence,	instead	of	a	new	connection	for	every	single	TCP	request	and	response
pair,	a	single	TCP	connection	is	used	to	send	and	receive	multiple	requests	and	responses.	Figure	4.			TCP	optimization	For	information	on	deployment,	see:	Cisco	SD-WAN:	Application-Aware	Routing	Deployment	Guide	Secure	Direct	Internet	Access	In	traditional	WAN,	Internet	traffic	from	a	branch	site	is	backhauled	to	a	central	data	center	site,
where	the	traffic	can	be	scrubbed	by	a	security	stack	before	the	return	traffic	is	sent	back	to	the	branch.	Over	time,	demand	for	Internet	traffic	has	been	increasing	as	more	companies	are	utilizing	cloud	services	for	their	applications	and	more	applications	are	becoming	Internet-based.	Backhauling	traffic	to	a	central	site	causes	increased	bandwidth
utilization	for	the	security	and	network	devices	and	links	at	the	central	site,	as	well	as	increased	latency	which	has	an	impact	on	application	performance.	Direct	Internet	Access	(DIA)	can	help	solve	these	issues	by	allowing	Internet-bound	traffic	from	a	VPN	(either	all	traffic	or	a	subset	of	traffic)	to	locally	exit	the	remote	site.	Figure	5.			Centralized
Internet	access	versus	direct	Internet	access	DIA	can	pose	security	challenges	as	remote	site	traffic	needs	security	against	Internet	threats.	Cisco	SD-WAN	can	help	solve	this	by	leveraging	the	embedded	SD-WAN	security	features	on	IOS	XE	SD-WAN	devices	or	utilizing	a	Secure	Internet	Gateway	(SIG),	the	Cisco	Umbrella	Cloud.	IOS	XE	SD-WAN
security	features	include	Enterprise	Application-Aware	Firewall,	Intrusion	Detection	System	(IDS)/Intrusion	Prevention	System	(IPS),	DNS/Web	Layer	Security,	URL	Filtering,	SSL	Proxy,	and	Advanced	Malware	Protection	(AMP).		vEdge	routers	natively	support	an	application-aware	firewall.	The	Cisco	Umbrella	Cloud	unifies	several	security	features
and	delivers	them	as	a	cloud-based	service.	These	features	include	a	secure	web	gateway,	DNS-layer	security,	cloud-delivered	firewall,	cloud	access	security	broker	functionality,	and	threat	intelligence.	See	for	additional	information.	For	information	on	design	and	deployment,	see:	SD-WAN	Security	Policy	Design	Guide	for	Cisco	IOS-XE	SD-WAN
Devices	SD-WAN:	Enabling	Direct	Internet	Access	Deployment	Guide	SD-WAN:	Secure	Direct	Cloud	Access	for	Cisco	IOS-XE	SD-WAN	Devices	Deployment	Guide	SD_WAN:	Secure	Direct	Internet	Access	for	Cisco	IOS-XE	SD-WAN	Devices	Deployment	Guide	SD-WAN:	Secure	Guest	Access	for	Cisco	IOS-XE	SD-WAN	Devices	Deployment	Guide
Multicloud	Connectivity	Applications	are	moving	to	multiple	clouds	and	are	reachable	over	multiple	transports.	The	Multicloud	Connectivity	use	case	category	deals	with	how	to	connect	IaaS	or	SaaS	cloud	applications	to	remote	sites	over	optimal	paths,	as	well	as	how	to	connect	to	them	through	regional	colocation/exchange	points	where	security
services	can	be	applied.	The	following	use	cases	are	associated	with	this	category:	●					Infrastructure-as-a-Service	(IaaS):	IaaS	delivers	network,	compute,	and	storage	resources	to	end	users	on-demand,	available	in	a	public	cloud	(such	as	AWS	or	Azure)	over	the	Internet.	Traditionally,	for	a	branch	to	reach	IaaS	resources,	there	was	no	direct	access
to	public	cloud	data	centers,	as	they	typically	require	access	through	a	data	center	or	colocation	site.	In	addition,	there	was	a	dependency	on	MPLS	to	reach	IaaS	resources	at	private	cloud	data	centers	with	no	consistent	segmentation	or	QoS	policies	from	the	branch	to	the	public	cloud.	Cisco	Cloud	onRamp	for	IaaS	is	a	feature	that	automates
connectivity	to	workloads	in	the	public	cloud	from	the	data	center	or	branch.	It	automatically	deploys	WAN	Edge	router	instances	in	the	public	cloud	that	become	part	of	the	SD-WAN	overlay	and	establish	data	plane	connectivity	to	the	routers	located	in	the	data	center	or	branch.	It	extends	full	SD-WAN	capabilities	into	the	cloud	and	extends	a
common	policy	framework	across	the	SD-WAN	fabric	and	cloud.	Cisco	Cloud	onRamp	for	IaaS	eliminates	traffic	from	SD-WAN	sites	needing	to	traverse	the	data	center,	improving	the	performance	of	the	applications	hosted	in	the	public	cloud.	It	also	provides	high	availability	and	path	redundancy	to	applications	hosted	in	the	cloud	by	deploying	a	pair
of	virtual	routers	in	a	transit	VPC/VNET	configuration,	which	is	also	very	cost	effective.	Figure	6.			Cloud	onRamp	for	IaaS	–	securely	extending	the	SD-WAN	fabric	into	the	cloud	service	provider	●					Software-as-a-Service	(SaaS):	Traditionally,	branches	have	accessed	SaaS	applications	(Salesforce,	Box,	Office	365,	etc.)	through	centralized	data
centers,	which	results	in	increased	application	latency	and	unpredictable	user	experience.	As	SD-WAN	has	evolved,	additional	network	paths	to	access	SaaS	applications	are	possible,	including	Direct	Internet	Access	and	access	through	regional	gateways	or	colocation	sites.	However,	network	administrators	may	have	limited	or	no	visibility	into	the
performance	of	the	SaaS	applications	from	remote	sites,	so,	choosing	what	network	path	to	access	the	SaaS	applications	in	order	to	optimize	the	end-user	experience	can	be	problematic.	In	addition,	when	changes	to	the	network	or	impairment	occurs,	there	may	not	be	an	easy	way	to	move	affected	applications	to	an	alternate	path.	Cloud	onRamp	for
SaaS	allows	you	to	easily	configure	access	to	SaaS	applications,	either	direct	from	the	Internet	or	through	gateway	locations.	It	continuously	probes,	measures,	and	monitors	the	performance	of	each	path	to	each	SaaS	application	and	it	chooses	the	best-performing	path	based	on	loss	and	delay.	If	impairment	occurs,	SaaS	traffic	is	dynamically	and
intelligently	moved	to	the	updated	optimal	path.	Figure	7.			Cloud	onRamp	for	SaaS	–	best	performing	path	is	chosen	Regional	Multicloud	Access:	Traditional	WAN	utilizes	the	backhauling	of	traffic	to	a	central	site	and	relies	on	the	centralized	provisioning	of	security	devices	there	to	scrub	traffic,	which	results	in	increased	bandwidth	requirements	at
the	central	site	and	increased	latency	for	applications.	DIA	helps	alleviate	these	issues	and	improves	the	user	experience	by	allowing	branch	users	to	access	Internet	resources	and	SaaS	applications	directly	from	the	branch.	While	this	distributed	approach	is	efficient	and	greatly	beneficial,	there	are	many	organizations	who	are	prohibited	from
accessing	the	Internet	from	the	branch,	due	to	regulatory	agencies	or	company	security	policy.	For	these	organizations,	Cloud	onRamp	for	Colocation	allows	for	a	hybrid	approach	to	the	problem	by	utilizing	co-locations	in	strategic	points	of	the	network	to	consolidate	network	and	security	stacks	and	minimize	latency.	Colocation	centers	are	public
data	centers	where	organizations	can	rent	equipment	space	and	connect	to	a	variety	of	network	and	cloud	service	providers.	Colocations,	which	are	strategically	selected	for	close	proximity	to	end	users,	get	high-speed	access	to	public	and	private	cloud	resources	and	are	more	cost	effective	than	using	a	private	data	center.	Figure	8.			Centralized
versus	distributed	versus	regional	multicloud	access	In	the	colocations,	multiple	network	functions	(such	as	WAN	Edge	routers,	proxies,	firewalls,	load-balancers,	IDS/IPS,	etc.)	can	be	virtualized.	These	services	are	announced	to	the	rest	of	the	SD-WAN	network,	and	control	and	data	polices	can	be	used	to	influence	traffic	through	these	colocation
resources	if	needed.	For	information	on	deployment,	see:	SD-WAN:	Enabling	Cisco	Cloud	onRamp	for	IaaS	with	AWS	Deployment	Guide	SD-WAN:	Cloud	onRamp	for	SaaS	Deployment	Guide	Architecture	and	Components	The	Cisco	SD-WAN	solution	is	comprised	of	separate	orchestration,	management,	control,	and	data	planes.		●					The	orchestration
plane	assists	in	the	automatic	onboarding	of	the	SD-WAN	routers	into	the	SD-WAN	overlay.	●					The	management	plane	is	responsible	for	central	configuration	and	monitoring.	●					The	control	plane	builds	and	maintains	the	network	topology	and	makes	decisions	on	where	traffic	flows.	●					The	data	plane	is	responsible	for	forwarding	packets	based
on	decisions	from	the	control	plane.	Figure	9.			Overview	of	Cisco	SD-WAN	solution	planes	Components	The	primary	components	for	the	Cisco	SD-WAN	solution	consist	of	the	vManage	network	management	system	(management	plane),	the	vSmart	controller	(control	plane),	the	vBond	orchestrator	(orchestration	plane),	and	the	WAN	Edge	router	(data
plane).	●					vManage	-	This	centralized	network	management	system	is	software-based	and	provides	a	GUI	interface	to	easily	monitor,	configure,	and	maintain	all	Cisco	SD-WAN	devices	and	their	connected	links	in	the	underlay	and	overlay	network.	It	provides	a	single	pane	of	glass	for	Day	0,	Day	1,	and	Day	2	operations.	●					vSmart	controller	-	This
software-based	component	is	responsible	for	the	centralized	control	plane	of	the	SD-WAN	network.	It	maintains	a	secure	connection	to	each	WAN	Edge	router	and	distributes	routes	and	policy	information	via	the	Overlay	Management	Protocol	(OMP),	acting	as	a	route	reflector.	It	also	orchestrates	the	secure	data	plane	connectivity	between	the	WAN
Edge	routers	by	reflecting	crypto	key	information	originating	from	WAN	Edge	routers,	allowing	for	a	very	scalable,	IKE-less	architecture.	●					vBond	orchestrator	-	This	software-based	component	performs	the	initial	authentication	of	WAN	Edge	devices	and	orchestrates	vSmart,	vManage,	and	WAN	Edge	connectivity.	It	also	has	an	important	role	in
enabling	the	communication	between	devices	that	sit	behind	Network	Address	Translation	(NAT).	●					WAN	Edge	router	-	This	device,	available	as	either	a	hardware	appliance	or	software-based	router,	sits	at	a	physical	site	or	in	the	cloud	and	provides	secure	data	plane	connectivity	among	the	sites	over	one	or	more	WAN	transports.	It	is	responsible
for	traffic	forwarding,	security,	encryption,	quality	of	service	(QoS),	routing	protocols	such	as	Border	Gateway	Protocol	(BGP)	and	Open	Shortest	Path	First	(OSPF),	and	more.	The	following	diagram	demonstrates	several	aspects	of	the	Cisco	SD-WAN	solution.	This	sample	topology	depicts	two	WAN	Edge	sites,	each	directly	connected	to	a	private
MPLS	transport	and	a	public	Internet	transport.	The	cloud-based	SD-WAN	controllers	(the	two	vSmart	controllers,	the	vBond	orchestrator,	along	with	the	vManage	server)	are	reachable	directly	through	the	Internet	transport.	In	addition,	the	topology	also	includes	cloud	access	to	SaaS	and	IaaS	applications.	Figure	10.																													Example	SD-
WAN	topology	The	WAN	Edge	routers	form	a	permanent	Datagram	Transport	Layer	Security	(DTLS)	or	Transport	Layer	Security	(TLS)	control	connection	to	the	vSmart	controllers	and	connect	to	both	of	the	vSmart	controllers	over	each	transport.	The	routers	also	form	a	permanent	DTLS	or	TLS	control	connection	to	the	vManage	server,	but	over
just	one	of	the	transports.	The	WAN	Edge	routers	securely	communicate	to	other	WAN	Edge	routers	using	IPsec	tunnels	over	each	transport.	The	Bidirectional	Forwarding	Detection	(BFD)	protocol	is	enabled	by	default	and	runs	over	each	of	these	tunnels,	detecting	loss,	latency,	jitter,	and	path	failures.	Site	ID	A	site	ID	is	a	unique	identifier	of	a	site
in	the	SD-WAN	overlay	network	with	a	numeric	value	1	through	4294967295	(2^32-1)	and	it	identifies	the	source	location	of	an	advertised	prefix.	This	ID	must	be	configured	on	every	WAN	Edge	device,	including	the	controllers,	and	must	be	the	same	for	all	WAN	Edge	devices	that	reside	at	the	same	site.	A	site	could	be	a	data	center,	a	branch	office,
a	campus,	or	something	similar.	By	default,	IPsec	tunnels	are	not	formed	between	WAN	Edge	routers	within	the	same	site	which	share	the	same	site-id.	System	IP	A	System	IP	is	a	persistent,	system-level	IPv4	address	that	uniquely	identifies	the	device	independently	of	any	interface	addresses.	It	acts	much	like	a	router	ID,	so	it	doesn't	need	to	be
advertised	or	known	by	the	underlay.	It	is	assigned	to	the	system	interface	that	resides	in	VPN	0	and	is	never	advertised.	A	best	practice,	however,	is	to	assign	this	system	IP	address	to	a	loopback	interface	and	advertise	it	in	any	service	VPN.	It	can	then	be	used	as	a	source	IP	address	for	SNMP	and	logging,	making	it	easier	to	correlate	network
events	with	vManage	information.	Organization	Name	Organization	Name	is	a	name	that	is	assigned	to	the	SD-WAN	overlay.	It	is	case-sensitive	and	must	match	the	organization	name	configured	on	all	the	SD-WAN	devices	in	the	overlay.	It	is	used	to	define	the	Organization	Unit	(OU)	field	to	match	in	the	Certificate	Authentication	process	when	an
SD-WAN	device	is	brought	into	the	overlay	network.	Public	and	Private	IP	Addresses	Private	IP	Address	On	WAN	Edge	routers,	the	private	IP	address	is	the	IP	address	assigned	to	the	interface	of	the	SD-WAN	device.	This	is	the	pre-NAT	address,	and	despite	the	name,	can	be	a	public	address	(publicly	routable)	or	a	private	address	(RFC	1918).	Public
IP	Address	The	Post-NAT	address	detected	by	the	vBond	orchestrator.	This	address	can	be	either	a	public	address	(publicly	routable)	or	a	private	address	(RFC	1918).	In	the	absence	of	NAT,	the	private	and	public	IP	address	of	the	SD-WAN	device	are	the	same.	TLOC	A	TLOC,	or	Transport	Location,	is	the	attachment	point	where	a	WAN	Edge	router
connects	to	the	WAN	transport	network.	A	TLOC	is	uniquely	identified	and	represented	by	a	three-tuple,	consisting	of	system	IP	address,	link	color,	and	encapsulation	(Generic	Routing	Encapsulation	[GRE]	or	IPsec).	Color	The	color	attribute	applies	to	WAN	Edge	routers	or	vManage	and	vSmart	controllers	and	helps	to	identify	an	individual	TLOC;
different	TLOCs	are	assigned	different	color	labels.	The	example	SD-WAN	topology	in	figure	10	uses	a	public	color	called	biz-internet	for	the	Internet	transport	TLOC	and	a	private	color	called	mpls	for	the	other	transport	TLOC.	You	cannot	use	the	same	color	twice	on	a	single	WAN	Edge	router.	Overlay	Management	Protocol	(OMP)	The	OMP	routing
protocol,	which	has	a	structure	similar	to	BGP,	manages	the	SD-WAN	overlay	network.	The	protocol	runs	between	vSmart	controllers	and	between	vSmart	controllers	and	WAN	Edge	routers	where	control	plane	information,	such	as	route	prefixes,	next-hop	routes,	crypto	keys,	and	policy	information,	is	exchanged	over	a	secure	DTLS	or	TLS
connection.	The	vSmart	controller	acts	similar	to	a	BGP	route	reflector;	it	receives	routes	from	WAN	Edge	routers,	processes	and	applies	any	policy	to	them,	and	then	advertises	the	routes	to	other	WAN	Edge	routers	in	the	overlay	network.	Virtual	private	networks	(VPNs)	In	the	SD-WAN	overlay,	virtual	private	networks	(VPNs)	provide	segmentation,
much	like	Virtual	Routing	and	Forwarding	instances	(VRFs)	that	many	are	already	familiar	with.	Each	VPN	is	isolated	from	one	another	and	each	have	their	own	forwarding	table.	An	interface	or	subinterface	is	explicitly	configured	under	a	single	VPN	and	cannot	be	part	of	more	than	one	VPN.	Labels	are	used	in	OMP	route	attributes	and	in	the	packet
encapsulation,	which	identifies	the	VPN	a	packet	belongs	to.	The	VPN	number	is	a	four-byte	integer	with	a	value	from	0	to	65535,	but	several	VPNs	are	reserved	for	internal	use,	so	the	maximum	VPN	that	can	or	should	be	configured	is	65527.	There	are	two	main	VPNs	present	by	default	in	the	WAN	Edge	devices	and	controllers,	VPN	0	and	VPN	512.
Note	that	VPN	0	and	512	are	the	only	VPNs	that	can	be	configured	on	vManage	and	vSmart	controllers.	For	the	vBond	orchestrator,	although	more	VPNs	can	be	configured,	only	VPN	0	and	512	are	functional	and	the	only	ones	that	should	be	used.	●					VPN	0	is	the	transport	VPN.	It	contains	the	interfaces	that	connect	to	the	WAN	transports.	Secure
DTLS/TLS	connections	to	the	controllers	are	initiated	from	this	VPN.	Static	or	default	routes	or	a	dynamic	routing	protocol	needs	to	be	configured	inside	this	VPN	in	order	to	get	appropriate	next-hop	information	so	the	control	plane	can	be	established	and	IPsec	tunnel	traffic	can	reach	remote	sites.	●					VPN	512	is	the	management	VPN.	It	carries	the
out-of-band	management	traffic	to	and	from	the	Cisco	SD-WAN	devices.	This	VPN	is	ignored	by	OMP	and	not	carried	across	the	overlay	network.	In	addition	to	the	default	VPNs	that	are	already	defined,	one	or	more	service-side	VPNs	need	to	be	created	that	contain	interfaces	that	connect	to	the	local-site	network	and	carry	user	data	traffic.	It	is
recommended	to	select	service	VPNs	in	the	range	of	1-511,	but	higher	values	can	be	chosen	as	long	as	they	do	not	overlap	with	default	and	reserved	VPNs.	Service	VPNs	can	be	enabled	for	features	such	as	OSPF	or	BGP,	Virtual	Router	Redundancy	Protocol	(VRRP),	QoS,	traffic	shaping,	or	policing.	User	traffic	can	be	directed	over	the	IPsec	tunnels	to
other	sites	by	redistributing	OMP	routes	received	from	the	vSmart	controllers	at	the	site	into	the	service-side	VPN	routing	protocol.	In	turn,	routes	from	the	local	site	can	be	advertised	to	other	sites	by	advertising	the	service	VPN	routes	into	the	OMP	routing	protocol,	which	is	sent	to	the	vSmart	controllers	and	redistributed	to	the	other	WAN	Edge
routers	in	the	network.	The	following	figure	demonstrates	VPNs	on	a	WAN	Edge	router.	The	interfaces,	Int0	and	Int2,	are	part	of	the	transport	VPN;	Int1	and	Int3	are	part	of	the	service	VPN,	which	is	attached	to	the	local	network	at	the	site;	and	the	mgmt0	port	is	part	of	VPN	512.	Tech	tip	Note	that	any	interface	could	also	be	a	subinterface.	In	that
case,	the	main	(or	parent)	physical	interface	that	the	subinterface	belongs	to	must	be	configured	in	VPN	0.	The	subinterface	MTU	also	must	be	4	bytes	lower	than	the	physical	interface	due	to	the	802.1Q	tag.	To	fulfill	this	requirement,	set	the	main	interface	MTU	to	1504	and	leave	the	subinterface	MTU	at	default	(1500).	Figure	11.																												
VPNs	on	a	WAN	Edge	router	Note:	The	above	illustrates	how	VPNs	are	represented	directly	on	the	vEdge	router	and	through	the	vManage	configuration.	When	configurations	get	pushed	from	vManage	to	the	IOS	XE	SD-WAN	routers,	they	are	automatically	converted	into	a	format	accepted	by	the	IOS	XE	SD-WAN	software	parser.	Some	differences
include:	●					VRF	terminology	is	used	instead	of	the	VPN	keyword	●					The	global	table	is	used	to	represent	VPN	0	●					VRF	Mgmt-intf	is	enabled	by	default	on	the	management	interface	and	is	used	to	represent	VPN	512	Tech	tip	While	IOS	XE	routers	accept	names	for	VRF	definitions,	with	IOS	XE	SD-WAN	code,	VRF	definitions	must	be	numbers
only.	Control	Plane	Control	Connections	Cisco	SD-WAN	vManage	and	vSmart	controllers	initially	contact	and	authenticate	to	the	vBond	controller,	forming	persistent	DTLS	connections,	and	then	subsequently	establish	and	maintain	persistent	DTLS/TLS	connections	with	each	other.	WAN	Edge	devices	onboard	in	a	similar	manner,	but	drop	the
transient	vBond	connection	and	maintain	DTLS/TLS	connections	with	the	vManage	and	vSmart	controllers.	The	following	diagram	illustrates	this:	Figure	12.																													SD-WAN	control	connections	Tech	tip	Control	connections	to	vBond	are	always	DTLS.	By	default,	connections	to	vManage	and	vSmart	are	DTLS	as	well,	but	this	can	be	changed
on	any	device	by	configuring	TLS	for	the	security	control	protocol.	If	one	device	is	configured	for	TLS	and	another	device	is	configured	for	DTLS,	TLS	is	chosen	for	the	control	connection	between	the	two	devices.	TLS	is	recommended	since	it	uses	TCP,	which	uses	acknowledgments	for	greater	reliability.	TCP	is	also	connection-oriented,	so	firewalls
can	maintain	the	state	of	the	connections	and	allow	return	traffic	without	explicitly	having	to	allow	the	traffic.	Note:	Each	core	(up	to	a	maximum	of	8)	on	the	vManage	and	vSmart	initiates	and	maintains	a	control	connection	to	each	vBond	(which	has	a	single	core),	while	a	single	connection	is	maintained	between	the	vManage	and	each	vSmart
controller.	If	a	vSmart	has	2	vCPUs	(which	translates	into	2	cores),	for	example,	there	will	be	2	total	control	connections	maintained	from	the	vSmart	to	each	vBond,	one	from	each	core.	If	a	vManage	has	4	vCPUs	(which	translates	to	4	cores),	there	will	be	4	total	control	connections	maintained	from	the	vManage	to	each	vBond,	one	from	each	core.
Only	one	control	connection	is	formed	between	each	vSmart	to	vSmart	controller,	and	vManage	to	vManage	server.	No	control	connections	are	formed	between	redundant	vBond	orchestrators.	WAN	Edge	Control	Connections	The	WAN	Edge	router	tries	to	establish	control	connections	over	all	provisioned	transports	by	default,	first	initiating	contact
with	the	vBond	orchestrator	over	each	transport	before	attempting	to	connect	to	the	other	controllers.	Only	one	vBond	control	connection	is	made	per	transport	when	multiple	vBond	orchestrators	exist.	Transports	are	tried	one	at	a	time,	typically	starting	with	the	transport	connected	to	the	lowest	port	number.	The	WAN	Edge	router	establishes	a
permanent	connection	to	the	vSmart	controller	over	each	transport,	and	establishes	a	single,	permanent	connection	to	vManage	over	only	one	transport,	the	first	one	which	establishes	a	connection.	The	vBond	connection	is	then	terminated.		Note	that	a	WAN	Edge	router	does	not	have	to	connect	to	every	vSmart	controller,	it	depends	on	the	network
redundancy	design	and	configurations.	Technically,	a	single	connection	to	a	vSmart	controller	over	one	transport	is	sufficient	for	a	WAN	Edge	router	to	receive	control	plane	information,	but	for	redundancy	purposes,	additional	vSmart	controllers	over	multiple	transports	are	typically	configured.	When	a	WAN	Edge	router	connects	to	a	vManage
cluster,	the	control	connection	is	hashed	to	one	vManage	instance	and	does	not	need	to	establish	connections	with	all	members.	Tech	tip	If	all	vSmart	controller	connections	are	lost,	the	WAN	Edge	router	continues	to	operate	with	the	latest	control	plane	information	for	the	length	of	the	OMP	graceful	restart	timer	(12	hours	by	default).	Once	a	secure
connection	is	built,	NETCONF	is	used	by	the	vManage	to	provision	the	WAN	Edge	device,	and	OMP	peering	is	established	between	the	vSmart	and	WAN	Edge.	Note	that	OMP	peering	is	established	using	the	system	IPs	and	only	one	peering	session	is	established	between	a	WAN	Edge	device	and	a	vSmart	controller,	even	if	multiple	DTLS/TLS
connections	exist.	Tech	tip	Since	there	is	only	one	transport	used	for	the	connection	to	vManage,	you	can	influence	the	transport	preference	by	setting	the	vmanage-connection-preference	parameter	to	a	higher	value	under	the	tunnel	interface.	The	default	value	is	5.	The	value	0	is	used	to	indicate	that	a	connection	is	never	made	to	vManage	over	the
tunnel.	This	is	often	implemented	on	metered	links,	like	LTE.	Figure	13.																													WAN	Edge	control	connections	Control	Connection	Summary	The	following	summarizes	the	control	connections	for	controllers	and	WAN	Edge	routers:	●					Permanent	DTLS	connections	between	each	vSmart	core	(up	to	8)	and	each	vBond	orchestrator		●				
Permanent	DTLS	connections	between	each	vManage	core	(up	to	8)	and	each	vBond	orchestrator	●					A	permanent	TLS	or	DTLS	connection	between	each	vManage	and	each	vSmart	controller	●					Full	mesh	of	TLS	or	DTLS	connections	between	vSmart	controllers	(1	connection	between	each	pair)	●					Full	mesh	of	TLS	or	DTLS	connections	between
vManage	cluster	instances	(1	connection	between	each	pair)*	●					Temporary	DTLS	connection	between	each	WAN	Edge	and	one	vBond	–	one	connection	on	each	transport	●					Permanent	TLS	or	DTLS	connection	between	each	WAN	Edge	and	one	vManage	instance	–	only	one	connection	over	one	transport	is	chosen	●					Permanent	TLS	or	DTLS
connections	between	each	WAN	Edge	and	two	vSmart	controllers	by	default	–	connections	to	each	over	each	transport**	*For	vManage	cluster	instances,	some	instances	that	are	dedicated	to	statistics	as	an	example	and	do	not	handle	WAN	Edge	devices	can	be	configured	without	tunnel	interfaces	and	thus,	no	control	connections	are	built	to	those
instances.	**For	vSmart	controllers,	the	number	of	connections	depend	on	the	max-control-connections	and	max-omp-sessions	configurations	on	the	WAN	Edge	router.	Authorized	List	Model	All	WAN	Edge	devices	and	controllers	mutually	authenticate	each	other	using	an	authorized	list	model,	where	the	devices	have	to	be	authorized	before
establishing	connections	and	being	allowed	access	onto	the	network.	There	are	two	authorized	lists	that	are	distributed	by	vManage,	one	for	the	controllers	and	one	for	WAN	Edge	devices.	●					Authorized	controller	list:	The	authorized	controller	list	is	a	result	of	the	administrator	adding	the	controllers	manually	into	the	vManage	user	interface.	This
list	can	be	distributed	from	the	vManage	to	the	controllers	and	subsequently,	from	the	vBond	to	the	vSmart	controllers.	●					Authorized	serial	number	list	for	WAN	Edge	devices:	The	digitally-signed	authorized	serial	number	list	for	the	WAN	Edge	devices	can	be	modified	and	retrieved	from	the	Plug	and	Play	Connect	portal	at	.	The	list	can	be
retrieved	manually	or	synced	automatically	from	vManage	by	a	user	with	a	valid	Cisco	CCO	account	with	access	to	the	proper	Smart	Account	and	Virtual	Account	for	the	SD-WAN	overlay.	After	the	file	is	uploaded	or	synced	to	vManage,	it	is	distributed	by	vManage	to	all	the	controllers.	With	the	WAN	Edge	authorized	serial	number	list,	the
administrator	can	decide	and	configure	the	identity	trust	of	each	individual	WAN	Edge	router.	The	options	are:	◦					Valid:	The	router	is	authorized	to	be	fully	operational	in	the	SD-WAN	network.	◦					Invalid:	The	router	is	not	authorized	in	the	SD-WAN	network,	so	no	control	connections	form	with	the	controllers.	◦					Staging:	The	router	can
authenticate	and	form	control	connections	with	the	controllers,	but	OMP	does	not	send	any	routes,	data	policies,	or	TLOCs	to	the	WAN	Edge	router,	so	traffic	is	not	forwarded.	This	state	allows	you	to	provision	and	test	a	router	before	allowing	it	to	join	the	production	SD-WAN	network.	When	the	WAN	Edge	authorized	serial	number	list	is	loaded	or
synced	to	vManage,	there	is	an	option	to	validate	devices.	If	you	select	the	checkbox	to	validate	the	devices	before	the	list	is	imported,	all	devices	are	Valid	by	default.	If	you	do	not	select	the	checkbox	to	validate,	all	devices	are	Invalid	by	default,	and	you	must	configure	each	to	Valid	before	a	router	can	form	control	connections	with	the	controllers
and	join	the	SD-WAN	network.	Figure	14.																													Authorized	controller	and	WAN	Edge	serial	number	lists	Identity	Authentication	between	devices	involves	validating	device	identity	via	certificates.	How	device	certificate	validation	works:	●					The	client	device	presents	a	CA-signed	device	certificate	to	the	server.	●					The	server	validates
the	certificate	signature	by	1.				Running	a	hash	algorithm	on	the	certificate	data	to	get	a	value,	and	2.				Decrypting	the	certificate	signature	with	the	public	key	obtained	from	the	CA	Root	certificate	to	get	a	second	value	If	both	values	are	equal,	then	the	signature	is	valid.	●					The	client	device	is	now	trusted	and	the	client	public	key	can	be	trusted
for	use	in	encryption.	Figure	15.																													Validating	device	identity	via	certificates	Note	that	the	corresponding	root	certificate	is	required	in	order	to	validate	device	certificates.	Controller	Identity	Controller	identity	is	provided	by	a	Symantec/Digicert	or	Cisco-signed	certificate,	or	alternatively,	an	Enterprise	CA	certificate.	Each	controller	in
the	network	must	have	a	certificate	signed	and	installed.	In	addition,	the	root	certificate	chain	for	the	corresponding	CA	must	also	be	installed	for	each	controller	before	the	controller	certificates	can	be	installed.	Additional	root	chains	are	installed	in	order	to	validate	the	device	certificate	of	devices	that	do	not	use	the	same	CA	root.	Some	root
certificate	chains	are	pre-loaded	or	automatically	installed,	and	others,	like	the	Enterprise	root	CA,	must	be	installed	by	an	administrator.	WAN	Edge	Router	Identity	Identity	for	vEdge	hardware	routers	is	provided	by	a	device	certificate	signed	by	Avnet,	generated	during	the	manufacturing	process	and	burned	into	the	Trusted	Platform	Module	(TPM)
chip.	The	Symantec/Digicert	and	Cisco	root	certificates	are	pre-loaded	in	software	for	trust	for	the	controllers’	certificates.	Additional	root	certificates	may	either	be	loaded	manually,	distributed	automatically	by	vManage,	or	installed	during	the	ZTP	automatic	provisioning	process.	Identity	for	IOS	XE	SD-WAN	hardware	routers,	with	the	exception	of
the	ASR	1002-X,	is	provided	by	the	Secure	Unique	Device	Identifier	(SUDI),	which	is	an	X.509v3	certificate	associated	with	a	key	pair	that	is	protected	in	hardware.	The	Symantec/Digicert	and	Cisco	root	certificates	are	pre-loaded	in	software	for	trust	for	the	controllers’	certificates.	Additional	root	certificates	may	either	be	loaded	manually,
distributed	automatically	by	the	vManage	NMS,	or	installed	during	the	Plug-and-Play	(PnP)	automatic	provisioning	process.	vEdge	cloud	routers,	ISRv	routers,	CSR1000v	routers,	and	Cisco	ASR	1002-X	routers	do	not	have	device	certificates	pre-installed.	Each	device	uses	a	One	Time	Password	(OTP)/Token	that	is	generated	by	vManage	and
configured	during	device	deployment	for	the	purpose	of	a	temporary	identity.	Once	the	device	is	temporarily	authenticated,	a	permanent	identity	is	provided	by	vManage,	which	can	operate	as	a	Certificate	Authority	(CA)	to	generate	and	install	certificates	for	these	devices.	The	figure	below	shows:	1.					The	vManage	acting	as	a	Certificate	Authority
(CA)	for	WAN	Edge	cloud	routers	and	the	ASR	1002-X.	2.					vManage	distributes	the	Viptela	root	certificate	to	vBond	and	vSmart	in	order	for	them	to	validate	the	WAN	Edge	cloud	identity.	3.					Once	the	WAN	Edge	routers	are	authenticated	via	OTP,	the	vManage	CA	issues	them	Viptela-signed	certificates	that	are	used	from	then	on	for
authentication.	Note	that	if	there	is	a	vManage	cluster,	each	vManage	signs	a	certificate	for	the	device	and	distributes	the	corresponding	root	certificate.	Figure	16.																													vManage	root	CA	for	WAN	Edge	cloud	routers	and	the	ASR1002-X	Certificates	The	following	illustrates	the	device	and	root	certificates	installed	for	authentication	for
various	Cisco	SD-WAN	devices.	In	this	example,	Symantec/Digicert	certificates	are	installed	on	the	controllers.	Cisco	certificates	or	Enterprise	CA	certificates	could	alternatively	be	used.	Using	Enterprise	CA	certificates	require	the	Enterprise	CA	root	chain	to	be	installed	on	all	SD-WAN	devices,	which	can	be	manually	installed	or	distributed
automatically	to	WAN	Edge	devices	via	ZTP	or	PnP.	Note	that	the	following	only	illustrates	certificates	used	in	this	authentication	example.	Additional	root	certificates,	such	as	Cisco	root	certificates,	may	also	be	installed.	●					Controllers:	A	device	certificate	signed	by	Digicert	is	installed	for	its	own	identity	which	uses	the	SHA	256	algorithm.	In
software,	the	following	root	certificates	are	present:	◦					Digicert	(formerly	Symantec)	Root	Chain:	To	trust	other	controller	certificates	◦					Avnet	Root	Chain:	To	trust	vEdge	router	certificates	◦					Cisco	Root	Chain:	To	trust	Cisco	SUDI	router	certificates	◦					Viptela	Root	Chain	(vManage):	To	trust	WAN	Edge	virtual	routers	and	Cisco	routers	without
SUDI	certficates	●					vEdge	Router:	A	device	certificate	signed	by	Avnet	is	installed	during	the	manufacturing	process	which	uses	the	SHA	1	algorithm.	In	software,	the	Digicert	root	chain	is	present	in	order	to	trust	controller	certificates.	●					Cisco	Router	(with	SUDI):	A	device	certificate	signed	by	Cisco	is	installed	during	the	manufacturing	process
which	uses	the	SHA	256	algorthm.	In	software,	the	Digicert	root	chain	is	present	in	order	to	trust	controller	certificates.	●					Cloud	Router	and	Cisco	Routers	without	SUDI	(ASR	1002-X):	A	device	certificate	signed	by	vManage	is	installed	after	the	One-Time-Password	(OTP)	authentication	which	uses	the	SHA	256	algorithm.	In	software,	the	Digicert
root	chain	is	present	in	order	to	trust	controller	certificates.	Figure	17.																													Certificates	present	for	authentication	purposes	Authentication/Authorization	of	SD-WAN	Devices	When	the	controllers	authenticate	each	other	and	WAN	Edge	devices,	they	generally:	1.					Validate	the	trust	for	the	certificate	root	Certificate	Authority	(CA).	2.				
Compare	the	organization	name	of	the	received	certificate	OU	against	the	locally	configured	one	(except	when	authenticating	against	WAN	Edge	hardware	devices)	3.					Compare	the	certificate	serial	numbers	against	the	authorized	serial	number	list	distributed	from	vManage	(except	when	authenticating	against	vBond)	When	WAN	Edge	devices
authenticate	to	the	controllers,	they:	1.					Validate	the	trust	for	the	certificate	root	Certificate	Authority	(CA).	2.					Compare	the	organization	name	of	the	received	certificate	OU	against	the	locally	configured	one.	After	authentication	and	authorization	succeeds,	a	DTLS/TLS	connection	is	established.	The	following	diagrams	illustrate	how	different
devices	authenticate	with	each	other	using	Symantec/Digicert	or	Cisco	certificates.	Enterprise	CA	certificates	operate	in	the	same	manner.	Note	that	typically:	●					Controllers	and	WAN	Edge	devices	act	as	clients	to	initiate	connections	with	the	vBond,	which	acts	as	a	server	●					vManage	controllers	act	as	clients	to	initiate	connections	with	the
vSmart,	which	acts	as	a	server	●					vSmart	controllers	act	as	clients	to	initiate	connections	with	other	vSmart	controllers	and	the	one	with	the	highest	public	IP	address	acts	as	a	server	●					WAN	Edge	devices	act	as	clients	to	initiate	connections	with	vManage	and	vSmart	controllers,	which	act	as	servers	Figure	18.																													Authentication
and	authorization	of	SD-WAN	devices	For	information	on	deploying	certificates	for	the	Cisco	SD-WAN	solution,	refer	to	the	Cisco	SD-WAN	Controller	Certificates	and	Authorized	Serial	Number	File	Deployment	Guide	at	Orchestration	Plane	Bringing	the	WAN	Edge	into	the	Overlay	In	order	to	join	the	overlay	network,	a	WAN	Edge	router	needs	to
establish	a	secure	connection	to	the	vManage	so	that	it	can	receive	a	configuration	file,	and	it	needs	to	establish	a	secure	connection	with	the	vSmart	controller	so	that	it	can	participate	in	the	overlay	network.	The	discovery	of	the	vManage	and	vSmart	happens	automatically	and	is	accomplished	by	first	establishing	a	secure	connection	to	the	vBond
orchestrator.	The	following	figure	shows	the	sequence	of	events	that	occurs	when	bringing	the	WAN	Edge	router	into	the	overlay.	Figure	19.																													Bringing	a	WAN	Edge	into	the	overlay	1.					Through	a	minimal	bootstrap	configuration	or	through	the	automated	provisioning	(ZTP	or	PnP)	process,	the	WAN	Edge	router	first	attempts	to
authenticate	with	the	vBond	orchestrator	through	an	encrypted	DTLS	connection.	Once	authenticated,	the	vBond	orchestrator	sends	the	WAN	Edge	router	the	IP	addresses	of	the	vManage	network	management	system	(NMS)	and	the	vSmart	controllers.	The	vBond	orchestrator	also	informs	the	vSmart	controllers	and	vManage	of	the	new	WAN	Edge
router	wanting	to	join	the	domain.	2.					The	WAN	Edge	router	begins	establishing	secure	DTLS	or	TLS	sessions	with	the	vManage	and	the	vSmart	controllers	and	tears	down	the	session	with	the	vBond	orchestrator.	Once	the	WAN	Edge	router	authenticates	with	the	vManage	NMS,	the	vManage	pushes	the	configuration	to	the	WAN	Edge	router	if
available.	3.					The	WAN	Edge	router	attempts	to	establish	DTLS/TLS	connections	to	the	vSmart	controllers	over	each	transport	link.	When	it	authenticates	to	a	vSmart	controller,	it	establishes	an	OMP	session	and	then	learns	the	routes,	including	prefixes,	TLOCs,	and	service	routes,	encryption	keys,	and	policies.	4.					The	WAN	Edge	router	attempts
to	establish	BFD	sessions	to	remote	TLOCs	over	each	transport	using	IPsec.	Onboarding	the	WAN	Edge	Router	There	are	multiple	ways	to	get	a	WAN	Edge	router	up	and	running	on	the	network.	One	way	is	the	manual	method,	where	you	can	establish	a	console	to	the	device	and	configure	a	few	configuration	lines,	or	by	using	an	automated
provisioning	method,	like	Zero-Touch	Provision	(ZTP)	or	Plug-and-Play	(PnP),	where	you	can	plug	the	WAN	Edge	router	into	the	network	and	power	it	on	and	it	will	be	provisioned	automatically.	Additionally,	there	is	an	option	to	use	the	bootstrap	method,	which	applies	to	IOS	XE	SD-WAN	routers	only,	where	there	is	a	configuration	loaded	via
bootflash	or	a	USB	key	in	order	to	get	the	device	onto	the	SD-WAN	network	which	can	be	used	when	requirements	for	automated	provisioning	are	not	met.	Onboarding	virtual	cloud	routers	involves	configuring	a	one-time	password	(OTP)	to	get	temporarily	authenticated	before	device	certificates	can	be	permanently	obtained	through	vManage.	The
manual	and	automated	method	are	briefly	described	below.	For	more	detailed	information	on	onboarding	devices,	refer	to	the	Cisco	SD-WAN:	WAN	Edge	Onboarding	Prescriptive	Deployment	Guide.	Manual	With	the	manual	configuration	method,	the	idea	is	to	configure	the	minimum	network	connectivity	and	the	minimum	identifying	information
along	with	the	vBond	orchestrator	IP	address	or	hostname.	The	WAN	Edge	router	attempts	to	connect	to	the	vBond	orchestrator	and	discover	the	other	network	controllers	from	there.	In	order	for	you	to	bring	up	the	WAN	Edge	router	successfully,	there	are	a	few	things	that	need	to	be	configured	on	the	WAN	Edge	router:	●					Configure	an	IP
address	and	gateway	address	on	an	interface	connected	to	the	transport	network,	or	alternatively,	configure	Dynamic	Host	Configuration	Protocol	(DHCP)	in	order	to	obtain	an	IP	address	and	gateway	address	dynamically.	The	WAN	Edge	should	be	able	to	reach	the	vBond	through	the	network.	●					Configure	the	vBond	IP	address	or	hostname.	If	you
configure	a	hostname,	the	WAN	Edge	router	needs	to	be	able	to	resolve	it.	You	do	this	by	configuring	a	valid	DNS	server	address	or	static	hostname	IP	address	mapping	under	VPN	0.	●					Configure	the	organization	name,	system	IP	address,	and	site	ID.	Optionally,	configure	the	host	name.	Tech	tip	In	addition	to	the	above	requirements,	the	WAN
Edge	router	needs	to	have	a	valid	certificate	installed,	but	certificates	are	already	installed	on	most	hardware-based	WAN	Edge	routers	at	the	factory.	The	system	clock	also	should	reflect	accurate	time	because	of	the	certificate	authentication	and	can	be	set	manually	or	through	Network	Time	Protocol	(NTP)	if	need	be,	but	rarely	does	this	need	to	be
addressed	when	onboarding	new	devices.	Automated	Device	Provisioning	(ZTP	or	PnP)	Automated	device	provisioning	for	vEdge	devices	is	called	Zero-Touch	Provisioning	(ZTP),	and	for	IOS	XE	SD-WAN	devices,	it	is	called	Plug-and-Play	(PnP).	The	processes	are	very	similar,	but	two	different	services	are	involved.	The	automated	provisioning
procedure	starts	when	the	WAN	Edge	router	is	powered	up	for	the	first	time.	The	vEdge	router	attempts	to	connect	to	a	ZTP	server	with	the	hostname	ztp.viptela.com,	where	it	gets	its	vBond	orchestrator	information.	For	IOS	XE	SD-WAN	routers,	it	attempts	to	connect	to	the	PnP	server	using	the	hostname	devicehelper.cisco.com.	Once	the	vBond
orchestrator	information	is	obtained,	it	can	then	subsequently	make	connections	to	the	vManage	and	vSmart	controllers	in	order	to	get	its	full	configuration	and	join	the	overlay	network.	Figure	20.																													Automated	device	provisioning	for	a	WAN	Edge	appliance	There	are	a	few	requirements	for	automated	device	provisioning:	●					With
the	hardware	vEdge	appliances,	only	certain	ports	are	pre-configured	by	default	to	be	a	DHCP	client	interface	and	can	be	used	for	ZTP.	The	following	table	outlines	the	ports	that	must	be	plugged	into	the	network	for	ZTP	to	work.	With	IOS	XE	SD-WAN	devices,	PnP	is	supported	on	all	routed	Gigabit	Ethernet	interfaces	with	the	exception	of	the
management	interface	(GigabitEthernet0).	Table	1.						vEdge	ZTP	interfaces	vEdge	model	Interface	vEdge	5000	ge0/0	(for	network	modules	in	slot	0)	vEdge	2000	ge2/0	vEdge	1000,	ISR1100-4G/8G	ge0/0	vEdge	100b/m	ge0/4	vEdge	100wm	ge0/4,	cellular0	ISR1100-4GLTE	ge0/4,	cellular0	●					The	WAN	Edge	router	should	be	able	to	get	an	IP	address
through	DHCP	or	use	Auto	IP	(vEdge	only)	to	discover	an	IP	address.	●					The	gateway	router	for	the	WAN	Edge	router	in	the	network	should	have	reachability	to	public	DNS	servers	and	be	able	to	reach	ztp.viptela.com	for	vEdge	devices	and	devicehelper.cisco.com	for	IOS	XE	SD-WAN	devices.	A	ZTP	server	can	be	deployed	on-premise	but	the	PnP
server	requires	Internet	access.	●					The	SD-WAN	device	needs	to	be	correctly	entered	in	the	PnP	portal	at	and	associated	with	a	controller	profile	defining	the	vBond	hostname	or	IP	address	information.	●					In	vManage,	there	must	be	a	device	configuration	template	for	the	WAN	Edge	router	attached	to	the	WAN	Edge	device.	The	system	IP	and	site
ID	need	to	be	included	in	this	device	template	in	order	for	the	process	to	work.	The	ZTP	or	PnP	process	cannot	succeed	without	this.	Data	Plane	This	section	reviews	how	the	Cisco	SD-WAN	data	plane	is	established	and	focuses	on	the	components	that	help	enable	that.	vBond	as	a	NAT	Traversal	Facilitator	Any	controller	or	SD-WAN	router	may	be
unknowingly	sitting	behind	a	NAT	device.	Knowing	what	IP	address/port	to	connect	to	from	outside	the	network	is	crucial	to	successfully	establishing	control	and	data	plane	connections	in	the	SD-WAN	network.	vBond	plays	a	crucial	role	and	acts	as	a	Session	Traversal	Utilities	for	NAT	(STUN)	server,	which	allows	other	controllers	and	SD-WAN
routers	to	discover	their	own	mapped/translated	IP	addresses	and	port	numbers.	SD-WAN	devices	advertise	this	information	along	with	their	TLOCs	so	other	SD-WAN	devices	have	information	in	order	to	make	successful	connections.	Figure	21.																													vBond	facilitates	NAT	traversal	Data	Plane	Privacy	and	Encryption	WAN	Edge	routers
secure	data	traffic	exchanged	between	them	using	IPsec	with	encryption	keys	which	encrypt	and	decrypt	data.	In	traditional	IPsec	environments,	Internet	Key	Exchange	(IKE)	is	used	to	facilitate	the	key	exchange	between	peers.	This	creates	per-pair	keys,	requiring	each	device	to	manage	n^2	key	exchanges	and	(n-1)	different	keys	in	a	full-meshed
environment.	For	more	efficient	scaling	in	the	Cisco	SD-WAN	network,	no	IKE	is	implemented	since	identity	has	already	been	established	between	the	WAN	Edge	routers	and	the	controllers.	The	control	plane,	which	is	already	authenticated,	encrypted,	and	tamperproof	using	DTLS	or	TLS,	is	used	to	communicate	AES-256	symmetric	keys.	Each	WAN
Edge	router	generates	one	AES	key	per	TLOC	and	transmits	this	information	to	the	vSmart	controller	in	OMP	route	packets,	which	is	then	distributed	to	all	WAN	Edge	routers.	Each	key	lifetime	is	24	hours	by	default.	A	new	key	is	generated	every	12	hours,	sent	to	the	vSmart	controllers	and	is	then	distributed	to	the	other	WAN	Edge	routers,	which
means	two	keys	are	present	at	any	one	time.	While	WAN	Edge	routers	switch	to	using	the	newly	generated	key,	the	last	known	key	is	still	held	for	another	12	hours	and	traffic	is	accepted	using	either	key.	If	the	OMP	sessions	are	lost	to	the	vSmart	controllers,	the	WAN	Edge	routers	keep	using	the	last	information	they	have	(configuration,	policies,
routes,	and	IPsec	keys)	for	up	to	12	hours,	which	is	the	length	of	the	OMP	graceful	restart	timer.	The	two	keys	ensure	that	the	12	hour	OMP	graceful	restart	timer	can	be	supported,	because	there’s	no	way	to	know	when	an	OMP	outage	could	occur.		Figure	22.																													Data	plane	encryption	keys	Tech	tip	Pair-wise	keys	can	be	alternatively
configured	starting	in	19.2	vEdge	and	16.12.1b	IOS	XE	SD-WAN	code.	Pair-wise	keys	still	make	use	of	the	AES256	symmetric	encryption	algorithm,	but	instead	of	an	SD-WAN	router	sharing	the	same	TLOC	key	with	all	other	SD-WAN	routers	in	the	overlay,	this	method	shares	a	unique	TLOC	key	with	each	SD-WAN	router	that	it	shares	a	path	with.	For
encrypting	data	plane	traffic,	a	modified	version	of	Encapsulating	Security	Payload	(ESP)	is	used	to	protect	the	data	packet	payload.	The	encryption	algorithm	is	AES-256	GCM	but	can	fall	back	to	AES-256	CBC	if	needed	(as	in	the	case	of	multicast	traffic).	The	authentication	algorithm,	which	verifies	the	integrity	and	authenticity	of	data,	is
configurable	and	is	included	in	TLOC	properties	which	is	exchanged	with	the	vSmart	controllers.	By	default,	AH-SHA1	HMAC	and	ESP	HMAC-SHA1	are	both	configured.	When	multiple	authentication	types	are	configured,	the	strongest	method	between	the	two	points	is	chosen	(AH-SHA1	HMAC).	Anti-Replay	With	anti-replay	protection,	IPsec	packets
are	protected	from	attackers	injecting	or	making	changes	to	packets.	The	sender	assigns	sequence	numbers	to	the	IPsec	packets,	which	increase	sequentially.	The	destination	checks	these	sequence	numbers	and	maintains	a	sliding	window	of	sequence	numbers	that	it	will	accept,	since	packets	may	not	always	arrive	in	order.	Packets	with	duplicate
sequence	numbers	are	dropped.	Packets	that	arrive	to	the	left	of	the	sliding	window	are	considered	old	and	the	destination	drops	them.	For	packets	that	arrive	to	the	right	of	the	sliding	window,	the	packets	are	verified	and	the	sliding	window	is	advanced	for	the	packet	sequence	number	with	the	highest	value.	Anti-replay	cannot	be	disabled,	and	by
default,	the	sliding	window	is	set	to	512	packets.	It	must	be	a	power	of	2	and	can	be	set	between	64	and	4096	with	the	replay-window	command.	In	certain	network	scenarios,	such	as	with	QoS	coupled	with	large	amounts	of	higher	priority	traffic,	512	packets	may	not	be	a	large	enough	window	size,	so	anti-replay	may	drop	too	many	legitimate
packets.	It’s	recommended	to	set	this	window	size	to	the	maximum	of	4096.	The	figure	below	illustrates	the	anti-replay	feature.	Packets	arriving	with	sequence	numbers	in	the	sliding	window	are	accepted,	packets	arriving	to	the	right	of	the	window	are	accepted	and	advance	the	sliding	window,	and	packets	arriving	to	the	left	of	the	sliding	window	are
discarded.	Multiple	Sequence	Number	Spaces	(multi-SNS)	Due	to	QoS	queuing	happening	after	encryption,	there	is	a	chance	for	anti-replay	drops	to	occur	as	non-priority	packets	are	queued	and	delayed	and,	thus,	they	may	miss	their	replay	window.	While	maximizing	the	anti-replay	window	can	help,	it	may	not	eliminate	the	problem	in	all
circumstances.	SD-WAN	mitigates	this	with	multiple	sequence	number	spaces	(multi-SNS)	implemented	on	IOS	XE	SD-WAN	routers.	Multi-SNS	maintains	multiple	unique	sequence	number	spaces	per	security	association.	The	spaces	align	with	the	egress	queuing	scheme	so	that	all	packets	in	a	given	queue	receives	a	sequence	number	from	the	same
sequence	number	space.	This	eliminates	the	possibility	of	egress	QoS	causing	reordering	of	packets	since	packets	in	the	same	sequence	number	space	go	through	the	same	queue.	Multi-SNS	is	always	enabled	for	SD-WAN	overlay	tunnels,	regardless	of	whether	QoS	is	configured	or	not.	By	default,	two	spaces	are	used,	one	for	BFD	traffic	(queue	0)
and	one	for	data	traffic	(queue	2).	When	QoS	is	configured,	it	will	automatically	create	unique	sequence	number	spaces	for	each	class	defined,	up	to	eight	for	the	IOS	XE	SD-WAN	router.	Each	QoS	class	has	its	SNS	group	encoded	into	the	32-bit	SPI	field	in	the	ESP/AH	header.	It	is	important	that	both	sides	of	the	IPsec	tunnel	have	QoS	configured
with	a	similar	number	of	classes,	otherwise,	anti-replay	could	indiscriminately	drop	packets.	For	additional	details	on	data	plane	security	and	other	security	topics	,	see	.	Transport	Locators	(TLOCs)	Transport	Locators,	or	TLOCs,	are	the	attachment	points	where	a	WAN	Edge	router	connects	to	the	WAN	transport	network.	A	TLOC	is	uniquely
identified	and	represented	by	a	three-tuple,	consisting	of	system	IP	address,	color,	and	encapsulation	(Generic	Routing	Encapsulation	[GRE]	or	IPsec).	TLOC	routes	are	advertised	to	vSmarts	via	OMP,	along	with	a	number	of	attributes,	including	the	private	and	public	IP	address	and	port	numbers	associated	with	each	TLOC,	as	well	as	color	and
encryption	keys.	These	TLOC	routes	with	their	attributes	are	distributed	to	other	WAN	Edge	routers.	Now	with	the	TLOC	attributes	and	encryption	key	information	known,	the	WAN	Edge	routers	can	attempt	to	form	BFD	sessions	using	IPsec	with	other	WAN	Edge	routers.	Figure	24.																													Data	plane	establishment	By	default,	WAN	Edge
routers	attempt	to	connect	to	every	TLOC	over	each	WAN	transport,	including	TLOCs	that	belong	to	other	transports	marked	with	different	colors.	This	is	helpful	when	you	have	different	Internet	transports	at	different	locations,	for	example,	that	should	communicate	directly	with	each	other.	To	prevent	this	behavior,	there	is	a	restrict	keyword	that
can	be	specified	along	with	the	color	of	the	tunnel.	This	prevents	attempts	to	establish	BFD	sessions	to	TLOCs	with	different	color.		This	is	commonly	used	on	private	transports	to	prevent	forming	sessions	with	public	transports.	The	following	figure	illustrates	how	the	restrict	keyword	affects	BFD	session	establishment.	In	the	left	diagram,	the	restrict
keyword	is	not	used	so	all	TLOCs	can	establish	sessions	to	each	other.	In	the	right	diagram,	the	restrict	keyword	is	used	on	the	MPLS	color,	resulting	in	MPLS	TLOCs	only	being	able	to	form	sessions	with	other	MPLS	TLOCs.		Figure	25.																													Use	of	the	restrict	keyword	Color	Colors	are	abstractions	used	to	identify	individual	WAN
transports	that	terminate	on	WAN	Edge	devices.	Colors	are	statically	defined	keywords	(not	free-form	labels),	and	colors	are	significant	because	they	identify	an	individual	transport	as	either	public	or	private.	The	colors	metro-ethernet,	mpls,	and	private1,	private2,	private3,	private4,	private5,	and	private6	are	considered	private	colors.	They	are
intended	to	be	used	for	private	networks	or	in	places	where	you	will	have	no	NAT	addressing	of	the	transport	IP	endpoints.	The	public	colors	are	3g,	biz-internet,	blue,	bronze,	custom1,	custom2,	custom3,	default,	gold,	green,	lte,	public-internet,	red,	and	silver.	They	are	intended	to	be	used	for	public	networks	or	in	places	where	you	will	use	public	IP
addressing	of	the	transport	IP	endpoints,	either	natively	or	through	NAT.	Color	dictates	the	use	of	either	private	IP	or	public	IP	address	when	communicating	through	the	control	or	data	plane.	Tech	tip	On	WAN	Edge	routers,	every	TLOC	is	associated	to	a	private	IP	address:	public	IP	address	pair.	The	private	IP	address	is	the	IP	address	assigned	to
the	interface	of	the	SD-WAN	device.	This	is	the	pre-NAT	address,	and	despite	the	name,	can	be	a	publicly	routable	address	or	a	private	(RFC	1918).	The	public	IP	address	is	the	Post-NAT	address	detected	by	the	vBond	orchestrator.	This	address	can	be	either	a	publicly	routable	address	or	a	private	(RFC	1918)	address.	In	the	absence	of	NAT,	the
private	and	public	IP	address	of	the	SD-WAN	device	are	the	same.	Communication	Between	Private	and	Public	Colors	When	an	SD-WAN	device	contacts	and	authenticates	to	the	vBond	orchestrator,	the	vBond	orchestrator	will	learn	both	the	peer	private	IP	address/port	number	and	the	peer	public	address/port	number	settings	of	the	SD-WAN	device
during	the	exchange.	The	private	IP	address	refers	to	the	native	IP	address	assigned	to	the	interface	and	the	public	IP	address	refers	to	the	post-NAT	IP	address,	if	NAT	is	involved.	When	two	SD-WAN	devices	attempt	to	communicate	with	each	other,	both	using	interfaces	with	private	colors,	each	side	will	attempt	to	connect	to	the	remote	device’s
private	IP	address.	If	one	or	both	sides	are	using	public	colors,	then	each	side	will	attempt	to	connect	to	the	remote	device’s	public	IP	address.	Tech	tip	Note	that	when	the	site	IDs	are	the	same	but	the	colors	are	public,	the	private	IP	address	will	instead	be	used	for	communication.	This	can	occur	for	WAN	Edge	routers	attempting	to	communicate	to
a	vManage	or	vSmart	located	on-premise	on	the	same	site	or	between	on-premise	controllers	located	behind	the	same	firewall,	as	examples.	The	following	diagram	demonstrates	the	general	behavior.	These	rules	apply	to:	●					WAN	Edge	routers	using	IPsec	to	other	WAN	Edge	routers	●					DTLS/TLS	connections	between	WAN	Edge	routers	and
vManage	and	vSmart	controllers	●					DTLS/TLS	connections	between	vManage	and	vSmart	controllers	Figure	26.																													Communication	between	private	and	public	colors	Carrier	Setting	If	you	are	using	a	private	color	and	need	NAT	to	communicate	to	another	private	color,	the	carrier	setting	in	the	configuration	dictates	whether	you	use
the	private	or	public	IP	address.	Using	this	setting,	two	private	colors	can	establish	a	session	when	one	or	both	are	using	NAT.	If	the	carrier	setting	is	the	same	between	the	interfaces,	the	private	IP	address	is	used	between	them,	and	if	the	carrier	setting	is	different,	then	the	public	IP	address	is	used.	The	diagram	below	demonstrates	this.	Figure	27.
																												Carrier	setting	Public	and	Private	IP	address	example	The	following	example	illustrates	the	use	of	public	and	private	IP	addresses	with	colors	in	a	network.	The	following	diagram	shows	a	vSmart	controller	interface	addressed	with	a	private	(RFC	1918)	IP	address,	but	a	firewall	translates	that	address	into	a	publicly	routable	IP
address	that	WAN	Edge	routers	use	to	reach	it.	It	also	shows	a	WAN	Edge	router	with	an	MPLS	interface	configured	with	an	RFC	1918	IP	address	and	an	Internet	interface	configured	with	a	publicly	routable	IP	address.	Since	there	is	no	NAT	translating	the	private	IP	addresses	of	the	WAN	Edge	router,	the	public	and	private	IP	addresses	in	both
cases	are	the	same.	The	transport	color	on	the	vSmart	is	set	to	a	public	color	and	on	the	WAN	Edge,	the	Internet	side	is	set	to	a	public	color	and	the	MPLS	side	is	set	to	a	private	color.	The	WAN	Edge	router	reaches	the	vSmart	on	either	transport	using	the	remote	public	IP	address	(64.100.100.10)	as	the	destination	due	to	the	public	color	on	the
vSmart	interface.	Figure	28.																													Public	vs	private	IP	address	on	an	SD-WAN	device	Bidirectional	Forwarding	Detection	(BFD)	On	Cisco	WAN	Edge	routers,	BFD	is	automatically	started	between	peers	and	cannot	be	disabled.	It	runs	between	all	WAN	Edge	routers	in	the	topology	encapsulated	in	the	IPsec	tunnels	and	across	all	transports.
BFD	operates	in	echo	mode,	which	means	when	BFD	packets	are	sent	by	a	WAN	Edge	router,	the	receiving	WAN	Edge	router	returns	them	without	processing	them.	Its	purpose	is	to	detect	path	liveliness	and	it	can	also	perform	quality	measurements	for	application-aware	routing,	like	loss,	latency,	and	jitter.	BFD	is	used	to	detect	both	black-out	and
brown-out	scenarios.	Tunnel	Liveliness	To	detect	whether	an	IPsec	tunnel	is	up,	BFD	hello	packets	are	sent	every	1000	milliseconds/1	second	by	default	on	every	tunnel	interface.	The	default	BFD	multiplier	is	7,	which	means	the	tunnel	is	declared	down	after	7	consecutive	hellos	are	lost.	The	BFD	hello	interval	and	multiplier	are	configurable	on	a	per
color	basis.	BFD	packets	are	marked	with	DSCP	48,	which	is	equivalent	to	CS6	or	IP	Precedence	6.	Packets	are	placed	in	the	low	latency,	high	priority	QoS	queue	(LLQ)	before	being	transmitted	on	the	wire	but	are	not	subjected	to	the	LLQ	policer.	Though	rarely	needed,	the	DSCP	value	can	be	modified	using	an	egress	ACL	on	the	WAN	interface.	Path
Quality	BFD	is	used	not	only	to	detect	blackout	conditions	but	is	also	used	to	measure	various	path	characteristics	such	as	loss,	latency,	and	jitter.	These	measurements	are	compared	against	the	configured	thresholds	defined	by	the	application-aware	routing	policy,	and	dynamic	path	decisions	can	be	made	based	on	the	results	in	order	to	provide
optimal	quality	for	business-critical	applications.	For	measurements,	the	WAN	Edge	router	collects	packet	loss,	latency,	and	jitter	information	for	every	BFD	hello	packet.	This	information	is	collected	over	the	poll-interval	period,	which	is	10	minutes	by	default,	and	then	the	average	of	each	statistic	is	calculated	over	this	poll-interval	time.	A	multiplier
is	then	used	to	specify	how	many	poll-interval	averages	should	be	reviewed	against	the	SLA	criteria.	By	default,	the	multiplier	is	6,	so	6	x	10-minute	poll-interval	averages	for	loss,	latency,	and	jitter	are	reviewed	and	compared	against	the	SLA	thresholds	before	an	out-of-threshold	decision	is	made.	The	calculations	are	rolling,	meaning,	on	the	seventh
poll	interval,	the	earliest	polling	data	is	discarded	to	accommodate	the	latest	information,	and	another	comparison	is	made	against	the	SLA	criteria	with	the	newest	data.	Figure	29.																													Path	quality	detection	Since	statistical	averages	are	used	to	compare	against	configured	SLA	criteria,	how	quickly	convergence	happens	depends	on	how
far	out	of	threshold	a	parameter	is.	Using	default	settings,	the	best	case	is	an	out-of-threshold	condition	that	occurs	after	1	poll	interval	is	completed	(10	minutes)	and	in	the	worst	case,	it	occurs	after	6	poll	intervals	are	completed	(60	minutes).		When	an	out-of-threshold	condition	occurs,	traffic	is	moved	to	a	more	optimal	path.		The	following	figure
shows	an	example	when	an	out-of-threshold	condition	is	recognized	when	latency	suddenly	increases.	When	latency	jumps	from	20	ms	to	200	ms	at	the	beginning	of	poll-interval	7,	it	takes	3	poll	intervals	of	calculations	before	the	latency	average	over	6	poll	intervals	crosses	the	configured	SLA	threshold	of	100	ms.	Figure	30.																													Average
latency	calculation	for	application	route	policy	You	may	want	to	adjust	application	route	poll-interval	values,	but	you	need	to	exercise	caution,	since	settings	that	are	too	low	can	result	in	false	positives	with	loss,	latency,	and	jitter	values,	and	can	result	in	traffic	instability.	It	is	important	that	there	is	a	sufficient	number	of	BFD	hellos	per	poll	interval
for	the	average	calculation,	or	large	loss	percentages	may	be	incorrectly	tabulated	when	one	BFD	hello	is	lost.	In	addition,	lowering	these	timers	can	affect	overall	scale	and	performance	of	the	WAN	Edge	router.	For	1	second	hellos,	the	lowest	application	route	poll-interval	that	should	be	deployed	is	120	seconds.	With	6	intervals,	this	gives	a	2-minute
best	case	and	12-minute	worst	case	before	an	out-of-threshold	is	declared	and	traffic	is	moved	from	the	current	path.	Any	further	timer	adjustments	should	be	thoroughly	tested	and	used	cautiously.	NAT	NAT	types	used	at	branch	sites	need	to	be	carefully	considered	in	your	SD-WAN	design,	because	it	can	affect	whether	sites	can	form	connections
and	communicate	directly	with	each	other.	All	NAT	types	can	create	mappings	for	source	IP	address,	source	port,	destination	IP,	and	destination	port	in	an	IP	network	packet.	In	the	following	common	example,	source	NAT	is	used	to	change	the	source	private	(RFC	1918)	IP	address	A	of	a	packet	to	a	publicly	routable	source	IP	address	Z	so	the	host



can	get	connectivity	to	an	Internet-based	server	(Host	B).	When	the	response	packet	is	returned	from	the	Internet,	the	destination	IP	address	Z	is	mapped	back	to	the	original	IP	address	A	and	then	delivered	to	the	originating	host.	Figure	31.																													Source	NAT	example	There	are	four	different	types	of	NAT	with	different	behaviors	to
consider:	●					Full-Cone	NAT:	This	NAT	type	is	also	called	one-to-one	NAT	and	is	the	least	restrictive	NAT	type.	This	maps	one	local	IP	address	and	port	to	one	public	IP	address	and	port.	Once	a	NAT	translation	occurs	or	a	static	one-to-one	NAT	is	configured	for	a	local	IP	address	and	port,	any	external	host	sourced	from	any	port	can	send	data	to	the
local	host	through	the	mapped	NAT	IP	address	and	port.	●					Restricted-Cone	NAT:	This	NAT	is	similar	to	Full-Cone	NAT	but	is	more	restrictive.	Once	an	internal	host	A	sends	a	packet	to	an	external	host	B	and	a	NAT	translation	occurs	for	the	local	IP	address	and	port,	only	the	external	host	B	(sourced	from	any	port)	can	send	data	to	the	local	host	A
through	the	mapped	NAT	IP	address	and	port.	Figure	32.																													NAT	types	illustrated:	Full-Cone	and	Restricted-Cone	NAT	●					Port-Restricted-Cone	NAT:	This	NAT	is	similar	to	Restricted-Cone	NAT,	but	the	restriction	includes	port	numbers.	Once	an	internal	host	A	sends	a	packet	to	an	external	host	B	and	port	number	X	and	a	NAT
translation	occurs	for	the	local	IP	address	and	port,	only	the	external	host	B	(sourced	only	from	port	X)	can	send	data	to	the	local	host	A	through	the	mapped	NAT	IP	address	and	port.	●					Symmetric	NAT:	This	is	the	most	restrictive	NAT	and	is	similar	to	Port-Restricted-Cone	NAT,	where	only	the	external	host	B	(sourced	only	from	port	X)	can	send
data	to	the	local	host	A	through	the	mapped	NAT	IP	address	and	port.	Symmetric	NAT	differs	in	that	a	unique	source	port	is	used	every	time	host	A	wants	to	communicate	with	a	different	destination.		Symmetric	NAT	can	cause	issues	with	STUN	servers	because	the	IP	address/port	mapping	the	STUN	server	learns	is	a	different	mapping	to	another
host.	Figure	33.																													NAT	types	illustrated:	Port-Restricted-Cone	and	Symmetric	NAT	NAT	Recommendations	Though	several	types	of	NAT	are	supported	with	WAN	Edge	routers,	if	full	mesh	traffic	is	desired,	take	care	to	ensure	at	least	one	side	of	the	WAN	Edge	tunnel	can	always	initiate	a	connection	inbound	to	a	second	WAN	Edge
even	if	there	is	a	firewall	in	the	path.	It	is	recommended	to	configure	full-cone,	or	1-to-1	NAT	at	the	data	center	or	hub	site	so	that,	regardless	of	what	NAT	type	is	running	at	the	branch	(restricted-cone,	port-restricted	cone,	or	symmetric	NAT),	the	branch	can	send	traffic	into	the	hub	site	using	IPsec	at	a	minimum	without	issue.	Two	sites	with
firewalls	running	symmetric	NAT	will	have	issues	forming	a	tunnel	connection,	as	this	NAT	translates	the	source	port	of	each	side	to	a	random	port	number,	and	traffic	cannot	be	initiated	from	the	outside.	Symmetric	NAT	configured	at	one	site	requires	full-cone	NAT	or	a	public	IP	with	no	NAT	on	the	other	site	in	order	to	establish	a	direct	IPsec
tunnel	between	them.	Sites	which	cannot	connect	directly	should	be	set	up	to	reach	each	other	through	the	data	center	or	other	centralized	site.	The	following	table	shows	different	NAT	type	combinations	and	the	corresponding	IPsec	tunnel	status:	Figure	34.																													NAT	type	combinations	between	two	SD-WAN	sites	Tech	tip	Note	that	for
GRE-encapsulated	tunnels	behind	NAT,	only	one-to-one	NAT	is	supported.	Any	type	of	NAT	with	port	overloading	is	not	supported	since	GRE	packets	lack	an	L4	header.		SD-WAN	Routing	Underlay	vs	Overlay	Routing	The	Cisco	SD-WAN	network	is	divided	into	the	two	distinct	parts:	the	underlay	and	overlay	network.	The	underlay	network	is	the
physical	network	infrastructure	which	connects	network	devices	such	as	routers	and	switches	together	and	routes	traffic	between	devices	using	traditional	routing	mechanisms.	In	the	SD-WAN	network,	this	is	typically	made	up	of	the	connections	from	the	WAN	Edge	router	to	the	transport	network	and	the	transport	network	itself.	The	network	ports
that	connect	to	the	underlay	network	are	part	of	VPN	0,	the	transport	VPN.	Getting	connectivity	to	the	Service	Provider	gateway	in	the	transport	network	usually	involves	configuring	a	static	default	gateway	(most	common),	or	by	configuring	a	dynamic	routing	protocol,	such	as	BGP	or	OSPF.	These	routing	processes	for	the	underlay	network	are
confined	to	VPN	0	and	their	primary	purpose	is	for	reachability	to	TLOCs	on	other	WAN	Edge	routers	so	that	IPsec	tunnels	can	be	built	to	form	the	overlay	network.	The	IPsec	tunnels	which	traverse	from	site-to-site	using	the	underlay	network	help	to	form	the	SD-WAN	overlay	network.	The	Overlay	Management	Protocol	(OMP),	a	TCP-based	protocol
similar	to	BGP,	provides	the	routing	for	the	overlay	network.	The	protocol	runs	between	vSmart	controllers	and	WAN	Edge	routers	where	control	plane	information	is	exchanged	over	secure	DTLS	or	TLS	connections.	The	vSmart	controller	acts	a	lot	like	a	route	reflector;	it	receives	routes	from	WAN	Edge	routers,	processes	and	applies	any	policy	to
them,	and	then	advertises	the	routes	to	other	WAN	Edge	routers	in	the	overlay	network.	Figure	35.																													Underlay	vs	overlay	routing	OMP	Overview	OMP	runs	between	WAN	Edge	routers	and	vSmart	controllers	and	also	as	a	full	mesh	between	vSmart	controllers.	When	DTLS/TLS	control	connections	are	formed,	OMP	is	automatically
enabled.	OMP	peering	is	established	using	the	system	IPs	and	only	one	peering	session	is	established	between	a	WAN	Edge	device	and	a	vSmart	controller	even	if	multiple	DTLS/TLS	connections	exist.	OMP	exchanges	route	prefixes,	next-hop	routes,	crypto	keys,	and	policy	information.	OMP	advertises	three	types	of	routes	from	WAN	Routers	to
vSmart	controllers:	●					OMP	routes,	or	vRoutes,	are	prefixes	that	are	learned	from	the	local	site,	or	service	side,	of	a	WAN	Edge	router.	The	prefixes	are	originated	as	static	or	connected	routes,	or	from	within	the	OSPF,	BGP,	or	EIGRP	protocol,	and	redistributed	into	OMP	so	they	can	be	carried	across	the	overlay.	OMP	routes	advertise	attributes
such	as	transport	location	(TLOC)	information,	which	is	similar	to	a	BGP	next-hop	IP	address	for	the	route,	and	other	attributes	such	as	origin,	origin	metric,	originator,	preference,	site	ID,	tag,	and	VPN.	An	OMP	route	is	only	installed	in	the	forwarding	table	if	the	TLOC	to	which	it	points	is	active.	●					TLOC	routes	advertise	TLOCs	connected	to	the
WAN	transports,	along	with	an	additional	set	of	attributes	such	as	TLOC	private	and	public	IP	addresses,	carrier,	preference,	site	ID,	tag,	weight,	and	encryption	key	information.	●					Service	routes	represent	services	(firewall,	IPS,	application	optimization,	etc.)	that	are	connected	to	the	WAN	Edge	local-site	network	and	are	available	for	other	sites
for	use	with	service	insertion.	In	addition,	these	routes	include	originator	System	IP,	TLOC,	and	VPN-IDs;	the	VPN	labels	are	sent	in	this	update	type	to	tell	the	vSmart	controllers	what	VPNs	are	serviced	at	a	remote	site.	By	default,	OMP	only	advertises	the	best	route	or	routes	in	the	case	of	equal-cost	paths.	It	is	recommended	that	send-backup-paths
OMP	parameter	is	enabled	on	the	vSmart	controller,	so	OMP	advertises	additional	valid	paths	that	don’t	qualify	as	the	best	paths	for	a	given	prefix.	In	addition	to	improving	convergence,	this	allows	the	WAN	Edge	router	to	make	the	best	path	decision	which	may	also	be	based	on	TLOC	availability.		In	addition,	OMP	advertises	only	four	equal-cost
paths	for	any	particular	prefix.	This	may	not	be	enough	in	some	designs,	as	this	limit	is	easily	reached	with	a	site	that	uses	dual	WAN	Edge	routers,	each	connected	to	two	different	transports.	The	recommendation	is	to	set	the	vSmart	controller	send-path-limit	OMP	parameter,	or	the	Number	of	Paths	Advertised	per	Prefix,	to	the	maximum	of	16.	The
send-path-limit	parameter	includes	both	best	paths	and	backup	paths.	Note	that	the	WAN	Edge	router	installs	only	four	equal-cost	paths	by	default.	If	you	want	to	increase	this	value,	use	the	ecmp-limit	OMP	parameter	on	the	WAN	Edge	router	to	change	it.	Note	that	by	default,	the	connected,	static	and	OSPF	(intra-area	and	inter-area)	route	types	are
automatically	distributed	from	service-side	VPNs	into	OMP.	All	other	route	types	(including	OSPF	external	routes)	need	to	be	explicitly	configured.	OMP	routes	are	assigned	an	admin	distance	of	250	for	vEdge	routers,	and	251	for	IOS	XE	SD-WAN	routers,	so	the	routes	at	the	local	site	take	precedence.	See	Unicast	Overlay	Routing	Overview	for
additional	information	on	OMP	routing	and	path	selection.	Graceful	Restart	If	an	OMP	peer	becomes	unavailable,	OMP	graceful	restart	allows	other	OMP	peers	to	continue	operating	temporarily.	When	a	WAN	Edge	router	loses	connection	to	the	vSmart	controllers,	the	router	can	continue	forwarding	traffic	using	last	known	good	routing	information.
The	default	OMP	graceful	restart	value	is	12	hours	and	can	be	set	to	a	maximum	of	604,800	seconds,	which	is	equivalent	to	7	days.	The	IPsec	rekey	timer	is	set	to	24	hours	by	default,	and	although	both	timers	are	configurable,	the	IPsec	rekey	timer	must	be	at	least	two	times	the	value	of	the	OMP	graceful	restart	timer.	This	is	because	the	vSmart
controllers	distribute	the	IPsec	keys	to	the	WAN	Edge	routers,	and	if	connections	to	the	vSmart	controllers	are	lost,	any	IPsec	rekeying	that	occurs	within	the	graceful	restart	time	would	cause	traffic	loss.	Firewall	Port	Considerations	The	secure	sessions	between	the	WAN	Edge	routers	and	the	controllers	(and	between	controllers),	by	default	are
DTLS,	which	is	User	Datagram	Protocol	(UDP)-based.	The	default	base	source	port	is	12346.	The	WAN	Edge	may	use	port	hopping	where	the	devices	try	different	source	ports	when	trying	to	establish	connections	to	each	other	in	case	the	connection	attempt	on	the	first	port	fails.	The	WAN	Edge	will	increment	the	port	by	20	and	try	ports	12366,
12386,	12406,	and	12426	before	returning	to	12346.	Port	hopping	is	configured	by	default	on	a	WAN	Edge	router,	but	you	can	disable	it	globally	or	on	a	per-tunnel-interface	basis.	It	is	recommended	to	run	port-hopping	at	the	branches	but	disable	this	feature	on	SD-WAN	routers	in	the	data	center,	regional	hub,	or	any	place	where	aggregate	traffic
exists	because	connections	can	be	disrupted	if	port	hopping	occurs.	Note	that	port	hopping	is	disabled	on	the	controllers	by	default	and	should	be	kept	disabled.		Control	connections	on	vManage	and	the	vSmart	controller	with	multiple	cores	have	a	different	base	port	for	each	core.	For	WAN	Edge	routers	that	sit	behind	the	same	NAT	device	and
share	a	public	IP	address,	you	do	not	want	each	WAN	Edge	to	attempt	to	connect	to	the	same	controller	using	the	same	port	number.	Although	NAT	or	port	hopping	may	allow	both	devices	to	use	a	unique	source	port,	you	can	instead	configure	an	offset	to	the	base	port	number	of	12346,	so	the	port	attempts	will	be	unique	(and	more	deterministic)
among	the	WAN	Edge	routers.	A	port	offset	of	1	will	cause	the	WAN	Edge	to	use	the	base	port	of	12347,	and	then	port-hop	with	ports	12367,	12387,	12407,	and	12427.	Port	offsets	need	to	be	explicitly	configured,	and	by	default,	the	port	offset	is	0.	Figure	37.																													Wan	Edge	port	offset	Alternatively,	you	can	use	TLS	to	connect	to	the
vManage	and	vSmart	controllers,	which	is	TCP-based	instead	of	UDP-based.	vBond	controller	connections	always	use	DTLS,	however.	TCP	ports	originate	on	the	WAN	Edge	from	a	random	port	number,	and	control	connections	to	controllers	with	multiple	cores	have	a	different	base	port	for	each	core,	similar	to	the	DTLS	case.	Examples	of	DTLS	and
TLS	control	connections	are	shown	in	the	following	diagram.	Note	that	every	core	on	vManage	and	vSmart	makes	a	permanent	connection	to	vBond	while	WAN	Edge	routers	makes	a	transient	connection	to	vBond,	using	DTLS	only.	The	WAN	Edge	routers	connect	to	only	one	vManage	and	vSmart	core.	vManage	and	WAN	Edge	routers	act	as	clients
when	connecting	to	vSmart	controllers,	so	when	using	TLS,	their	source	ports	are	random	TCP	ports	>	1024.	The	WAN	Edge	router	in	the	TLS	example	is	configured	with	an	offset	of	2,	so	it	uses	the	offset	on	the	DTLS	source	port	when	connecting	to	vBond.	Figure	38.																													Control	connections	DTLS	and	TLS	port	examples	IPsec	tunnel
encapsulation	from	a	WAN	Edge	router	to	another	WAN	Edge	router	uses	UDP	with	similar	ports	as	defined	by	DTLS.	Ensure	that	any	firewalls	in	the	network	allow	communication	between	WAN	Edge	routers	and	controllers	and	between	controllers.	Ensure	that	they	are	configured	to	allow	return	traffic	as	well.	The	following	table	is	a	summary	of
the	ports	used	for	control	plane	and	data	plane	traffic.	Table	2.						DTLS,	TLS,	and	IPsec	ports	for	SD-WAN	device	connections	Source	device	Source	port	Destination	device	Destination	port	vManage/vSmart	(DTLS)	Core1	=	UDP	12346	Core2	=	UDP	12446	Core3	=	UDP	12546	Core4	=	UDP	12646	Core5	=	UDP	12746	Core6	=	UDP	12846	Core7	=
UDP	12946	Core8	=	UDP	13046	vBond	UDP	12346	vManage	(DTLS)	UDP	12346	vSmart	UDP	12346	vManage	(DTLS)	UDP	12346	vManage	UDP	12346	vSmart	(DTLS)	UDP	12346	vSmart	UDP	12346	WAN	Edge	(DTLS)	UDP	12346+n,	12366+n,	12386+n,	12406+n,	and	12426+n,	where	n=0-19	and	represents	the	configured	offset	vBond	UDP	12346
WAN	Edge	(DTLS)	UDP	12346+n,	12366+n,	12386+n,	12406+n,	and	12426+n,	where	n=0-19	and	represents	the	configured	offset	vManage/vSmart	Core1	=	UDP	12346	Core2	=	UDP	12446	Core3	=	UDP	12546	Core4	=	UDP	12646	Core5	=	UDP	12746	Core6	=	UDP	12846	Core7	=	UDP	12946	Core8	=	UDP	13046	vManage	(TLS)	TCP	random	port
number	>	1024	vSmart	TCP	23456	vManage	(TLS)	TCP	random	port	number	>	1024	vManage	TCP	23456	vSmart	(TLS)	TCP	random	port	number	>	1024	vSmart	TCP	23456	WAN	Edge	(TLS)	TCP	random	port	number	>	1024	vManage/vSmart	Core1	=	TCP	23456	Core2	=	TCP	23556	Core3	=	TCP	23656	Core4	=	TCP	23756	Core5	=	TCP	23856
Core6	=	TCP	23956	Core7	=	TCP	24056	Core8	=	TCP	24156	WAN	Edge	(IPsec)	UDP	12346+n,	12366+n,	12386+n,	12406+n,	and	12426+n,	where	n=0-19	and	represents	the	configured	offset	WAN	Edge	UDP	12346+n,	12366+n,	12386+n,	12406+n,	and	12426+n,	where	n=0-19	and	represents	the	configured	offset	Additional	Ports	for	the	VPN	0
Transport	In	VPN	0	on	the	transport	interface,	almost	all	communication	occurs	over	DTLS/TLS	or	IPsec,	but	there	are	a	few	other	ports	that	need	consideration.	Network	Configuration	Protocol	(NETCONF)	The	NETCONF	protocol	defines	a	mechanism	through	which	network	devices	are	managed	and	configured.	vManage	uses	NETCONF	for
communication	with	SD-WAN	devices,	primarily	over	DTLS/TLS,	but	there	are	a	few	situations	where	NETCONF	is	used	natively	before	DTLS/TLS	connections	are	formed:	●					When	any	controller	(vManage,	vBond,	or	vSmart)	is	added	to	vManage,	a	vManage	instance	uses	NETCONF	to	retrieve	information	from	them	and	allows	them	to	be	added	as
devices	into	the	GUI.	This	might	be	when	initially	adding	controllers	to	vManage,	or	for	incremental	horizontal	scaling	deployments,	by	adding	vManage	instances	to	a	cluster	or	adding	additional	vSmart	or	vBond	controllers.	●					If	any	controller	reloads	or	crashes,	then	that	controller	uses	NETCONF	to	communicate	back	to	vManage	before
encrypted	DTLS/TLS	sessions	are	re-formed.	●					NETCONF	is	also	used	from	vManage	when	generating	Certificate	Signing	Requests	from	controllers	through	the	vManage	GUI	before	DTLS/TLS	connections	are	formed.		NETCONF	is	encrypted	SSH	using	AES-256-GCM	and	uses	TCP	destination	port	830.	Secure	Shell	(SSH)	SSH	provides	a	secure,
encrypted	channel	over	an	unsecured	network.	It’s	typically	used	to	log	into	a	remote	machine	to	execute	commands,	but	it	can	also	be	used	in	file	transfer	(SFTP)	and	secure	copy	(SCP)	from	and	to	all	SD-WAN	devices.	vManage	uses	SCP	to	install	signed	certificates	onto	the	controllers	if	DTLS/TLS	connections	are	not	yet	formed	between	them.
SSH	uses	TCP	destination	port	22.	Network	Time	Protocol	(NTP)	NTP	is	a	protocol	used	for	clock	synchronization	between	network	devices.	If	an	NTP	server	is	being	used	and	can	natively	be	accessed	through	the	VPN	0	WAN	transport	be	sure	NTP	is	allowed	through	the	firewall.		NTP	uses	UDP	port	123.	Domain	Name	System	(DNS)	DNS	may	be
needed	if	you	are	using	a	DNS	server	to	resolve	hostnames	and	the	server	is	reachable	natively	through	the	VPN	0	transport.	You	may	need	DNS	to	resolve	the	vBond	or	NTP	server	name.	DNS	uses	UDP	port	53.		Hypertext	Transfer	Protocol	Secure	(HTTPS)	(vManage)	HTTPS	provides	an	admin	user	or	operator	secure	access	to	vManage,	which	can
be	accessed	through	the	VPN	0	interface.	vManage	can	be	accessed	using	TCP	port	443	or	8443.	The	vManage	reaches	several	services,	such	as	certificate	services	and	the	plug	and	play	portal,	using	HTTPS	(TCP	port	443).	For	Symantec/Digicert	certificates,	the	destination	host	is	certmanager.blu.websecurity.symauth.net	and	for	Cisco	PKI
certificates,	the	destination	is	cloudsso.cisco.com,	followed	by	apx.cisco.com.	If	syncing	to	the	Cisco	Plug	and	Play	portal	for	automatically	downloading	the	WAN	Edge	router	authorized	serial	number	list,	the	vManage	also	needs	to	reach	HTTPS	with	the	destination	cloudsso.cisco.com,	followed	by	apx.cisco.com.	Protocols	Allowed	Through	the	Tunnel
Interface	Note	that	the	VPN	0	transport	interface	is	configured	with	a	tunnel	so	control	and	data	plane	traffic	can	be	encrypted,	and	native	traffic	can	be	restricted.	Other	than	DTLS	or	TLS,	the	following	native	protocols	are	allowed	through	the	interface	by	default:	DHCP	DNS	ICMP	HTTPS	Tech	tip	Ensure	any	additional	required	protocols	are	also
allowed	on	the	tunnel	under	the	transport	interface	within	VPN	0	on	the	SD-WAN	device.	Through	the	vManage	GUI,	you	can	enable	and	disable	protocols	under	the	tunnel	interface	in	the	VPN	Interface	feature	template.	Through	CLI,	the	command	is	allow-service	[protocol]	under	the	tunnel-interface.	You	may	need	to	consider	enabling	ntp	and	dns
on	all	SD-WAN	devices	and	netconf	on	controllers.	You	should	consider	enabling	ssh	on	controllers	while	you	are	deploying	them	for	certificate	installation	purposes.	Ensure	any	firewalls	in	the	network	allow	this	communication	as	well.	Disable	ssh	on	the	transport	interface	if	possible.	SSH	from	vManage	is	encrypted	and	traverses	the	overlay,	so	you
do	not	need	to	permit	native	SSH	on	the	interface	if	vManage	control	connections	can	be	established.	If	SSH	is	allowed	and	someone	attempts	an	SSH	session	and	enters	an	incorrect	login	5	consecutive	times,	a	strict	lockout	period	of	15	minutes	is	enforced	for	the	user.	Any	login	attempt	in	that	time	resets	the	timers	and	can	trigger	an	indefinite
lockout	condition.	It	is	also	recommended	that	a	secondary	username	and	password	is	configured	with	netadmin	privileges.	These	additional	ports	are	summarized	as	follows:	Table	3.						Summary	of	additional	VPN	0	protocols	for	SD-WAN	device	communication	Service	Protocol/Port	Direction	NETCONF	TCP	830	bidirectional	SSH	TCP	22
bidirectional	NTP	UDP	123	outgoing	DNS	UDP	53	outgoing	HTTPS	TCP	443/8443	bidirectional	Ports	for	Controller	Management	Additional	management	protocols	may	be	used	on	the	VPN	512	interface	of	SD-WAN	devices.	They	are	summarized	as	follows:	Table	4.						Summary	of	management	protocols	for	SD-WAN	devices	Service	Protocol/Port
Direction	NETCONF	TCP	830	bidirectional	SSH	TCP	22	incoming	SNMP	Query	UDP	161	incoming	Radius	UDP	1812	outgoing	SNMP	Trap	UDP	162	outgoing	Syslog	UDP	514	outgoing	TACACS	TCP	49	outgoing	HTTPS	(vManage)	TCP	443,	8443,	80	incoming	Ports	for	vManage	Clustering	and	Disaster	Recovery	For	a	vManage	cluster,	the	following
ports	may	be	used	on	the	cluster	interface	of	the	controllers.	Ensure	the	correct	ports	are	opened	within	firewalls	that	reside	between	cluster	members.	Table	5.						Summary	of	ports	needed	for	vManage	clustering	vManage	Service	Protocol/Port	Direction	Application	Server	TCP	80,	443,	7600,	8080,	8443,	57600	bidirectional	Configuration	Database
TCP	6362-6372,	7687,	7474,	5000,	6000,	7000	bidirectional	Coordination	Server	TCP	2181,	3888	bidirectional	Message	Bus	TCP	9092	bidirectional	Statistics	Database	TCP	9200,	9300	bidirectional	Tracking	of	device	configurations	(NCS	and	NETCONF)	TCP	830	bidirectional	If	disaster	recovery	is	configured,	ensure	that	the	following	ports	are
opened	over	the	out-of-band	interface	across	the	data	centers	between	the	primary	and	standby	cluster:	Table	6.						Summary	of	ports	needed	for	vManage	disaster	recovery	vManage	Service	Protocol/Port	Direction	Disaster	Recovery	TCP	443,	830,	18600,	18500,	18501,	18301,	18302,	18300	bidirectional	Controller	Deployment	Overview	In	any	SD-
WAN	deployment,	the	controllers	are	deployed	and	configured	first,	followed	by	the	main	hub	or	data	center	sites,	and	lastly,	the	remote	sites.	As	each	site	is	deployed,	the	control	plane	is	established	first,	automatically	followed	by	the	data	plane.	It	is	recommended	that	hub	sites	are	used	to	route	between	SD-WAN	and	non-SD-WAN	sites	as	the	sites
are	being	migrated	to	SD-WAN.	Figure	39.																													SD-WAN	deployment	sequence	Controller	Deployment	Options	There	are	multiple,	flexible	controller	deployment	options	available	for	customers.	Controllers	can	be	deployed:	●					In	a	Cisco-hosted	cloud.	This	is	the	recommended	model	and	controllers	can	be	deployed	in	AWS	or	Azure.
Single	or	multiple	zones	are	available	for	the	deployment.	Most	customers	opt	for	Cisco	cloud-hosted	controllers	due	to	ease	of	deployment	and	flexibility	in	scaling.	Cisco	takes	care	of	provisioning	the	controllers	with	certificates	and	meeting	requirements	for	scale	and	redundancy.	Cisco	is	responsible	for	backups/snapshots	and	disaster	recovery.
The	customer	is	given	access	to	vManage	to	create	configuration	templates	and	control	and	data	polices	for	their	devices.	●					In	a	Managed	Service	Provider	(MSP)	or	partner-hosted	cloud.	This	is	private	cloud-hosted	or	can	be	public	cloud-hosted	and	deployed	in	AWS	or	Azure.	The	MSP	or	partner	is	typically	responsible	for	provisioning	the
controllers	and	responsible	for	backups	and	disaster	recovery.	●					On-premise	in	a	private	cloud	or	data	center	owned	by	an	organization.	The	customer	is	typically	responsible	for	provisioning	the	controllers	and	responsible	for	backups	and	disaster	recovery.	Some	customers,	such	as	financial	institutions	or	government-based	entities	may	choose	to
run	on-premise	deployments	mainly	due	to	security	and	compliance	reasons.	Note	that	an	MSP	may	have	customers	with	any	one	of	these	deployments	and	may	offer	different	levels	of	services	and	management	options	within	each	type	of	deployment.	Figure	40.																													Flexible	controller	deployment	options	With	cloud-hosted	deployments,
controllers	can	be	deployed	in	Amazon	Web	Services	(AWS)	or	Microsoft	Azure,	and	with	on-premise	or	SP-hosted	deployments,	controllers	are	deployed	in	a	data	center	on	ESXi	or	KVM.	Either	Virtual	Machines	(VMs)	or	containers	can	be	deployed.	Figure	41.																													Controller	deployment	options	Cisco	Cloud-Hosted	Deployment
(recommended)	Cloud-hosted	deployment	for	the	Cisco	SD-WAN	controllers	is	the	recommended	mode	of	deployment	since	it	is	Cisco-orchestrated	and	easy	to	deploy	and	scale	with	high	availability.	It	requires	reachability	to	the	Internet	in	order	to	connect	to	the	controllers.	The	disadvantage	is	if	there	is	not	reachability	to	the	Internet	through	a
second	transport,	then	there	is	no	control	connection	redundancy.	The	following	figures	are	examples	of	cloud-hosted	deployments.	The	controllers	are	hosted	in	a	public	cloud	and	reachable	via	the	Internet	transport.	The	WAN	Edge	routers	attempt	to	make	control	connections	to	controllers	over	all	transports.	There	are	three	common	scenarios:
●					In	deployment	A,	the	Internet	transport	is	reachable	from	the	MPLS	transport	through	an	extranet	or	direct-connect	connection,	so	WAN	Edge	1	can	connect	to	the	controllers	directly	from	both	transports.	For	this,	the	MPLS	cloud	may	be	advertising	the	publicly	routable	IP	addresses	of	the	controllers,	or	a	default	route,	depending	on	the
network.	●					In	deployment	B,	the	MPLS	transport	has	no	extranet	connection	and	instead	has	reachability	to	the	Internet	by	being	routed	through	a	regional	hub	or	data	center	site,	which	has	connections	to	both	transports.	For	this,	the	data	center	site	may	be	advertising	the	publicly	routable	IP	addresses	of	the	controllers,	or	a	default	route,
depending	on	the	network.	Figure	42.																													Cloud-hosted	deployment	control	and	data	plane	establishment	options	A	and	B	●					In	deployment	C,	the	Internet	transport	is	not	reachable	from	the	MPLS	transport,	so	WAN	Edge	1	can	connect	to	the	controllers	only	from	the	Internet	transport.	WAN	Edge	1	can	still	establish	data	plane	IPsec
connections	over	the	MPLS	transport	because	the	TLOC	information	is	still	received	over	OMP	from	the	Internet	transport.	There	is	no	control	plane	redundancy	should	the	Internet	transport	fail.	Tech	tip	Deployment	C	requires	the	use	of	max-control-connections	0	under	the	MPLS	tunnel	interface,	which	tells	the	WAN	Edge	router	that	the	TLOC	is
not	expected	to	have	control	connections.	The	MPLS	TLOC	is	advertised	via	the	control	connection	on	the	Internet	side	and	data	plane	connections	can	still	form	with	other	WAN	Edge	routers	over	the	MPLS	transport.	Figure	43.																													Cloud-hosted	deployment	control	and	data	plane	establishment	option	C	Cloud-hosted	Deployment
Controller	Communication	In	the	cloud-hosted	environment,	the	controllers	sit	behind	a	virtual	gateway.	Each	controller	is	addressed	with	a	private	IP	address,	and	the	virtual	gateway	applies	1-to-1	NAT	by	translating	each	private	controller	address	into	a	separate	publicly	routable	IP	address	for	reachability	across	the	Internet.	Figure	44.
																												Cloud-hosted	deployment:	controller	communication	The	vManage	and	vSmart	controllers	use	a	public	color	on	their	tunnel	interfaces.	This	ensures	they	will	always	use	public	IP	addresses	to	communicate	with	any	WAN	Edge	devices.	There	is	no	concept	of	color	on	the	vBond	interface.	vSmart	and	vManage	have	a	vBond
configuration	that	points	to	the	vBond’s	public	IP	address.	When	either	controller	attempts	to	communicate	with	the	vBond,	the	traffic	will	traverse	the	gateway	and	the	gateway	applies	a	1-to-1	source	NAT	on	the	private	IPs	of	the	vSmart	and	vManage.		In	turn,	the	vBond	communicates	with	the	vSmart	and	vManage	using	their	NATed	public	IP
addresses,	so	the	return	traffic	must	also	traverse	the	gateway.	It	is	a	requirement	for	vBond	to	communicate	to	vSmart	and	vManage	through	their	public	addresses	so	the	vBond	can	learn	those	IP	addresses	and	pass	those	public	IP	addresses	to	the	WAN	Edge	devices	wanting	to	connect	into	the	overlay.	vManage	and	vSmart	communicate	to	each
other	via	their	NATed	public	IP	addresses.	This	is	due	to	their	public	color	configuration	and	their	site	ID	configurations	being	different.	If	their	site	IDs	were	equal,	they	would	be	communicating	via	their	private	IP	addresses,	bypassing	the	gateway	for	that	communication.	Tech	tip	For	Cisco	cloud-hosted	controllers,	each	controller	should	be
configured	with	a	unique	site-id.	On-Premise	Controller	Deployment	In	this	type	of	controller	deployment,	controllers	are	deployed	on-premise	in	a	data	center	or	private	cloud,	where	the	enterprise	IT	organization	is	typically	responsible	for	provisioning	the	controllers	and	responsible	for	backups	and	disaster	recovery.	Some	customers,	such	as
financial	institutions	or	government-based	entities,	may	choose	to	run	on-premise	deployments	mainly	due	to	security	compliance	reasons.	The	following	figure	are	two	examples	of	an	on-premise	deployment.	In	deployment	A,	WAN	Edge	1	can	connect	to	the	controllers	in	the	data	center	from	both	transports.	In	deployment	B,	the	controllers	are
reachable	only	through	the	private	MPLS.	An	additional	vBond	is	deployed	on	the	Internet	and	acts	as	a	STUN	server	for	WAN	Edge	devices	with	Internet	access	and	redirects	them	to	the	private	controller	IP	addresses.	WAN	Edge	1	can	still	establish	data	plane	IPsec	connections	over	the	Internet	transport	because	the	TLOC	information	is	still
received	over	OMP	from	the	MPLS	transport.	Figure	45.																													On-premise	deployment	control	and	data	plane	establishment	For	on-premise	deployments,	there	are	multiple	ways	to	arrange	the	controllers	using	NAT,	Public	IPs,	and/or	Private	IPs.	The	following	are	common	options	for	on-premise	deployments:	●					Control	connections	are
established	through	both	the	Internet	and	MPLS	transports	using	publicly	routable	IP	addresses.	Publicly	routable	IP	addresses	can	be	assigned	directly	to	the	controllers	or	through	one-to-one	NAT.	●					Control	connections	are	established	through	the	MPLS	transport	using	private	(RFC	1918)	IP	addresses	and	established	through	the	Internet	using
publicly	routable	IP	addresses.	The	vBond	can	use	a	publicly	routable	IP	address	that	is	accessible	from	either	transport	or	it	can	also	be	reachable	via	a	private	RFC	1918	IP	address	through	the	MPLS	transport.	Controller	Redundancy/High	Availability	Redundancy	for	the	controllers	is	achieved	in	different	ways,	depending	on	the	controller	type.
vBond	Orchestrator	vBond	orchestrator	redundancy	is	achieved	by	spinning	up	multiple	vBond	controllers	and	using	a	single	Fully	Qualified	Domain	Name	(FQDN)	to	reference	the	vBond	controllers.	The	FQDN	is	used	in	the	system	vbond	configuration	command	of	a	WAN	Edge	router	or	vSmart	or	vManage	controller.	It	is	recommended	to	use
vBond	orchestrators	in	different	geographic	regions	if	managed	from	the	cloud	or	in	different	geographic	locations/data	centers	if	deployed	on-premise	to	maintain	proper	redundancy.	This	ensures	that	at	least	one	vBond	will	always	be	available	when	an	SD-WAN	device	is	attempting	to	join	the	network.	In	the	Domain	Name	Server	(DNS),	multiple	IP
addresses	are	associated	with	the	FQDN	of	the	vBond.	Typically,	all	vBond	IP	addresses	are	passed	back	to	the	DNS	querier,	and	each	IP	address	is	tried	in	succession	until	a	successful	connection	is	formed.	The	starting	point	index	into	the	DNS	list	is	determined	by	a	hash	function.	If	a	DNS	server	is	unavailable,	static	host	statements	can	be
configured	on	the	WAN	Edge	as	an	alternative.	Note	that	even	if	only	one	vBond	orchestrator	exists	in	the	network,	it	is	recommended	to	use	a	Domain	Name	for	the	vBond	so	when	additional	orchestrators	are	added,	no	change	of	configurations	are	needed	in	the	network.	Note	that	each	vBond	will	establish	permanent	connections	to	each	core	of
vManage	and	vSmart	controller.	This	helps	to	ensure	that	the	vBond	does	not	provide	the	IP	address	of	an	unavailable	controller	to	WAN	Edge	routers	joining	the	network.	There	are	no	controller	connections	between	vBond	orchestrators	themselves	or	any	state	kept	between	them.	The	following	figure	illustrates	vBond	redundancy	from	a	WAN	Edge
router	using	static	host	statements	or	a	DNS	server.	Note	that	the	WAN	Edge	router	first	needs	to	connect	to	the	vBond	orchestrator	over	each	of	its	transports	before	it	can	learn	the	IP	addresses	and	authenticate	to	the	vManage	and	vSmart	controllers.	Figure	46.																													vBond	orchestrator	redundancy	vSmart	Controller	For	vSmart
controllers,	redundancy	is	achieved	by	adding	additional	controllers	which	act	in	an	active/active	fashion.	It	is	recommended	to	use	vSmart	controllers	in	different	geographic	regions	if	managed	from	the	cloud	or	in	different	geographic	locations/data	centers	if	deployed	on-premise	to	maintain	proper	redundancy.	By	default,	a	WAN	Edge	router	will
connect	to	two	vSmart	controllers	over	each	transport.	If	one	of	the	vSmart	controllers	fails,	the	other	vSmart	controller	seamlessly	takes	over	handling	the	control	plane	of	the	network.	As	long	as	one	vSmart	controller	is	present	and	operating	in	the	domain,	the	network	can	continue	operating	without	interruption.	vSmart	controllers	maintain	a	full
mesh	of	DTLS/TLS	connections	to	each	other,	over	which	a	full	mesh	of	OMP	sessions	are	formed.	Over	the	OMP	sessions,	the	vSmart	controllers	stay	synchronized	by	exchanging	routes,	TLOCs,	policies,	services,	and	encryption	keys.	Tech	tip	All	WAN	Edge	routers	must	see	identical	views	of	the	network	regardless	of	the	vSmart	controllers	they
connect	to,	so	it	is	extremely	important	that	all	control	policies	are	identical	on	each	vSmart	controller.	If	all	vSmart	controllers	are	managed	by	vManage	then	their	control	policies	will	be	identical	since	vManage	applies	the	centralized	policy	to	all	vSmart	controllers.	You	can	control	the	number	of	vSmart	connections	a	WAN	router	makes	with
vSmart	controllers	over	each	TLOC	with	the	max-control-connections	command	under	each	interface	tunnel	in	VPN	0.	The	default	setting	is	two.	In	addition,	there	is	a	max-omp-sessions	command	under	the	system	configuration	that	can	also	be	adjusted.	Its	default	configuration	is	also	two.		Note	that	any	number	of	connections	made	to	the	same
vSmart	controller	is	considered	part	of	the	same	OMP	session.	When	there	are	more	vSmart	controllers	in	the	network	than	the	WAN	Edge	max-control-connections	allow,	the	WAN	Edge	router	control	connections	will	be	hashed	to	a	subset	of	vSmart	controllers.	In	the	following	diagram,	the	WAN	Edge	makes	two	DTLS	or	TLS	control	connections
over	each	transport,	one	to	each	vSmart	controller.	OMP	rides	over	this	connection.	The	connections	from	each	TLOC	are	limited	by	the	max-control-connections	command	(2),	and	the	total	OMP	sessions	are	limited	by	the	max-omp-sessions	command	(2).	Figure	47.																													vSmart	controller	redundancy	vSmart	Controller	Affinity	As	your
network	grows	and	more	vSmart	controllers	are	added	to	the	network	and	distributed	globally,	affinity	allows	you	to	manage	scale	and	prefer	which	vSmart	controllers	your	WAN	Edge	routers	connect	to.	This	is	important	if	you	want	to	ensure	your	WAN	Edge	devices	connect	to	controllers	in	the	same	geographic	region	and	helps	ensure	you	connect
to	the	proper	vSmart	controllers	for	redundancy.	For	example,	if	you	have	two	vSmart	controllers	in	the	West	data	center,	and	two	vSmart	controllers	in	the	East	data	center,	and	your	WAN	Edge	routers	connect	to	two	vSmart	controllers,	you	do	not	want	one	WAN	Edge	router	to	connect	to	both	vSmart	controllers	in	the	West	data	center.	For	proper
redundancy,	you	would	want	one	connection	to	a	vSmart	in	the	West	data	center,	and	one	connection	to	a	vSmart	in	the	East	data	center.	You	can	achieve	affinity	by	using	controller	groups.	Each	vSmart	controller	is	assigned	to	a	controller	group.	Within	a	controller	group,	a	WAN	Edge	router	connects	to	a	vSmart	controller.	When	that	vSmart
becomes	unavailable,	the	WAN	Edge	will	attempt	to	connection	to	another	vSmart	controller	in	the	same	controller	group.	It	is	recommended	to	minimize	the	number	of	connections	made	to	the	vSmart	controllers	yet	still	maintain	a	good	level	of	redundancy.	By	default,	the	max-control-connections	on	each	TLOC	is	two	and	the	max-omp-sessions	is
two,	so	the	WAN	Edge	device	establishes	connections	with,	at	most,	two	different	vSmart	controllers.	The	vSmart	controllers	are	configured	with	a	controller	group-id,	and	the	WAN	Edge	routers	are	configured	with	the	controller	group	list,	in	order	of	priority	of	which	group	ID’s	to	connect	to.	The	following	figure	shows	an	example	of	how	affinity
can	be	used	in	a	regional	deployment.	The	diagram	shows	three	data	centers,	with	vSmart	controllers	as	part	of	controller-group-id	1	in	data	center	1,	controller-group-id	2	in	data	center	2,	and	controller-group-id	3	in	data	center	3.	Each	DC	are	in	different	regions.	Figure	48.																													vSmart	affinity	example	The	following	is	configured	on
the	WAN	Edge	router:	●					max-omp-sessions	2:	the	WAN	Edge	device	can	attach	up	to	2	different	vSmart	controllers	(there	is	one	OMP	session	established	per	vSmart,	regardless	of	the	number	of	DTLS/TLS	sessions	formed	between	two	devices).	●					max-control-connections	2:	the	WAN	Edge	device	can	attach	to	two	vSmart	controllers	per	TLOC.
●					controller-group-list	1	2	4:	indicates	which	control	groups	the	WAN	Edge	router	belongs	to,	in	order	of	preference.	The	router	is	able	to	connect	to	controllers	that	are	in	the	same	controller	group.	The	WAN	Edge	router	attempts	to	attach	to	all	controller	groups	not	explicitly	excluded	based	on	the	current	state	of	the	controller	and	the	WAN
Edge	configuration	session	limits.	In	this	example,	the	router	first	attempts	to	connect	to	a	vSmart	controller	in	group	1	and	then	one	in	group	2	in	each	transport.	●					exclude-controller-group-list	3:	indicates	to	never	attach	to	controller-group-id	3.	If	a	vSmart	controller	in	controller-group-id	1	becomes	unavailable,	the	WAN	Edge	router	will	attempt
to	connect	to	another	vSmart	controller	in	controller-group-id	1.	If	controller-group-id’s	1	and	2	are	both	unavailable,	the	WAN	Edge	router	will	attempt	to	connect	to	another	available	group	in	the	controller-group-list	(4)	excluding	controller-group-id	3,	or	any	other	group	defined	by	the	exclude-controller-group-id	command.	If	no	other	controller
groups	are	listed	in	the	controller-group-list,	the	router	loses	connection	to	the	overlay.	It	is	recommended	that	the	number	of	vSmart	controllers	in	each	controller	group	be	the	same,	and	each	vSmart	controller	should	have	the	same	hardware	resource	capabilities	across	the	network.	vManage	Network	Management	System	(NMS)	vManage	can	be
deployed	in	two	basic	ways,	either	standalone	or	by	clustering.	All	vManage	instances	inside	a	primary	cluster	operate	in	active	mode.	The	purpose	of	a	vManage	cluster	is	scale.	It	does	provide	a	level	of	redundancy	against	a	single	vManage	failure,	but	it	does	not	protect	against	a	cluster-level	failure.	Clustering	across	geographical	locations	is	not
recommended,	as	database	replication	between	cluster	members	requires	4	ms	or	less	of	delay	between	them.	Therefore,	members	of	a	cluster	should	reside	at	the	same	site.	Redundancy	is	achieved	with	a	backup	vManage	or	backup	vManage	cluster	in	standby	mode.	As	a	general	rule,	If	the	number	of	WAN	Edge	routers	is	2000	or	less,	deploy	a
vManage	in	active	mode	as	primary,	and	a	vManage	in	standby	mode	as	backup.	It	is	recommended	to	deploy	these	at	two	different	geographical	locations	to	achieve	redundancy.	If	the	number	of	WAN	Edge	routers	is	greater	than	2000,	deploy	a	vManage	cluster	in	active	mode	as	primary,	and	a	vManage	cluster	in	standby	mode	as	backup.	A	cluster
needs	a	minimum	of	three	vManage	instances,	each	being	active	and	running	independently.	It	is	recommended	to	deploy	each	cluster	at	two	different	geographical	locations	to	achieve	redundancy.	Tech	tip	Depending	on	the	network,	application	visibility	and	statistics	can	be	CPU	intensive	on	vManage,	thus	reducing	the	number	of	WAN	Edge
routers	supported	by	a	single	vManage.	WAN	Edge	routers	connect	to	vManage	over	one	of	the	transports.	You	can	control	which	transport	is	used	with	the	vmanage-connection-preference	command	under	the	tunnel	interface	on	a	WAN	Edge.	To	prefer	a	specific	tunnel	interface	to	use	to	connect	to	vManage,	use	a	higher	preference	value.	Try	to	use
the	highest	bandwidth	link	for	the	vManage	connection	and	avoid	cellular	interfaces	if	possible.	A	zero	value	indicates	that	tunnel	interface	should	never	connect	to	vManage.	At	least	one	tunnel	interface	must	have	a	non-zero	value.	Figure	49.																													vManage	redundancy	Note	that	in	Cisco-hosted	cloud	deployments,	standby	vManage
instances	are	not	deployed.	Cisco	Cloud	Ops	takes	care	of	vManage	backups	and	disaster	recovery.	vManage	clustering	A	vManage	cluster	can	distribute	the	various	NMS	service	loads	and	provide	high	availability	and	scalability	for	the	vManage	services.	A	vmanage	consists	of	at	least	three	vManage	server	instances,	each	being	active	and	running
independently.	Control	connections	between	the	vManage	servers	and	WAN	routers	are	load-balanced	as	well.	Control	connections	(from	each	vManage	instance	to	each	vSmart,	from	each	vManage	instance	to	each	other	vManage	instance,	and	from	each	vManage	instance	core	to	each	vBond)	are	fully	meshed.	Note	that	a	vManage	cluster	should	be
designed	to	tolerate	a	failure	of	a	single	vManage	server	while	the	cluster	remains	operational,	but	for	high	availability,	a	standby	cluster	should	be	deployed	in	the	event	of	a	cluster	failure	or	connectivity	failure	to	the	site	where	the	vManage	cluster	resides.		The	vManage	server	runs	several	major	services.	They	include:	●					Application	server:	This
is	the	web	server	(GUI)	for	the	administrator	sessions.	The	user	can	view	status	and	network	events,	and	can	manage	certificates,	software,	device	reboots,	and	vManage	cluster	configuration.	●					Statistics	database:	This	stores	statistics	data,	audit	logs,	alarms,	and	events	from	all	of	the	SD-WAN	devices	in	the	overlay	network.	●					Configuration
database:	This	stores	the	device	inventory,	policies,	certificates,	and	the	configuration	and	state	of	the	SD-WAN	devices.	●					Messaging	server:	This	service	passes	messages,	shares	data,	and	coordinates	operations	between	the	vManage	devices	in	the	cluster.	The	vManage	devices	share	information	over	the	message	bus	between	them,	which	is	a
separate	interface	in	VPN	0	specifically	for	communication	with	devices	in	the	cluster.	●					Network	configuration	system:	This	system	is	responsible	for	pushing	configurations	to	the	SD-WAN	devices	and	for	retrieving	configurations	from	the	SD-WAN	devices.	Figure	50.																													vManage	cluster	components	The	following	are	things	to	keep
in	mind	while	deploying	a	vManage	cluster:	●					For	clustering	purposes,	a	third	interface	is	required	besides	the	interfaces	used	for	VPN	0	(transport)	and	VPN	512	(management).	This	interface	is	used	for	communication	and	syncing	between	the	vManage	servers	within	the	cluster.	This	interface	should	be	at	least	1	Gbps	and	have	a	latency	of	4	ms
or	less.	A	10	Gbps	interface	is	recommended.	●					In	ESXi,	it	is	recommended	to	use	VMXNET3	adapters	for	interfaces.	VMXNET3	supports	10	Gbps	speeds.	To	make	VMXNET3	NICs	available,	under	ESXi	5.0	and	later	(VM	version	8)	compatibility	settings,	under	Edit	Settings>VM	Options>General	Options,	choose	a	Guest	OS	version	that	supports
VMXNET3	(such	as	Ubuntu	Linux	(64-bit)	or	Red	Hat	Linux	5	(64-bit)	or	greater).	●					The	configuration	and	statistics	service	should	be	run	on	at	least	three	vManage	devices.	Each	service	must	run	on	an	odd	number	of	devices	because	to	ensure	data	consistency	during	write	operations,	there	must	be	a	quorum,	or	simple	majority,	of	vManage
devices	running	and	in	sync.	If	there	are	four	vManage	devices	in	a	cluster,	disable	statistics	and	configuration	database	services	on	one	of	the	vManage	servers	so	these	services	run	on	an	odd	number	of	devices.	●					Changes	to	a	cluster	may	require	services	to	restart	and	the	cluster	to	resync.	Any	cluster	configuration	changes	should	be	done
during	a	maintenance	window.	See	for	additional	best	practice	guidance	and	information	on	configuring	and	troubleshooting	vManage	clusters.	Disaster	Recovery	The	vBond	and	vSmart	controllers	are	stateless.	Snapshots	of	their	virtual	machines	can	be	made	before	any	maintenance	or	configuration	changes	or	their	configurations	can	be	copied
and	saved	if	running	in	CLI	mode.	In	addition,	if	feature	or	CLI	templates	are	configured	on	vManage	(required	for	vSmart	if	centralized	policies	are	built	and	applied	from	vManage),	their	configurations	will	be	saved	with	the	vManage	snapshots	and	database.	Snapshots	can	be	restored	or	the	device	can	be	re-deployed	and	configuration	templates
pushed	from	the	vManage	in	a	disaster	recovery	scenario.	vManage	is	the	only	stateful	SD-WAN	controller	and	its	backup	cannot	be	deployed	in	active	mode.	For	the	vManage	server,	snapshots	should	be	taken,	and	the	database	backed	up	regularly.	There	are	different	disaster	recovery	methods	available.	In	common	disaster	recovery	scenarios,	an
active	vManage	or	vManage	cluster	resides	at	one	data	center	site,	along	with	at	least	one	active	vSmart	controller	and	vBond	orchestrator.	In	a	second	data	center,	a	standby	(inactive)	vManage	or	vManage	cluster	is	deployed,	along	with	at	least	one	active	vSmart	controller	and	vBond	orchestrator.	On	the	active	vManage	or	vManage	cluster,	each
vManage	instance	establishes	control	connections	to	vSmart	controllers	and	vBond	orchestrators	in	both	data	centers.	When	the	standby	vManage	or	vManage	cluster	becomes	active,	it	then	establishes	control	connections	to	the	vSmart	controllers	and	vBond	orchestrators	in	both	data	centers.	The	following	disaster	recovery	methods	are	available:
●					Manual	(vManage	standalone	or	cluster)	–	The	backup	vManage	server	or	vManage	cluster	is	kept	shutdown	in	cold	standby	state.	Regular	backups	of	the	active	database	are	taken,	and	if	the	primary	vManage	or	vManage	cluster	goes	down,	the	standby	vManage	or	vManage	cluster	is	brought	up	manually	and	the	backup	database	restored	on
it.	●					Administrator-triggered	failover	(vManage	cluster)	(recommended)–	Starting	in	the	19.2	version	of	vManage	code,	the	administrator-triggered	disaster	recovery	switchover	option	can	be	configured.	Data	is	replicated	automatically	between	the	primary	and	secondary	vManage	clusters.	When	needed,	a	switchover	is	manually	performed	to	the
secondary	vManage	cluster.	Controller	Scaling	●					vBond	orchestrator:	The	vBond	orchestrator	maintains	persistent	connections	with	each	active	vManage	core	(up	to	8)	and	each	vSmart	core	(up	to	8).	WAN	Edge	routers	initially	connect	to	the	vBond,	but	the	connection	is	transient	once	permanent	connections	are	made	to	the	vManage	and	vSmart
controllers.	Each	vBond	orchestrator	supports	1500	connections,	and	up	to	6	vBond	orchestrators	have	been	tested	in	a	single	Cisco	SD-WAN	domain.	Estimate	1	vBond	for	every	2000	WAN	Edge	devices.	The	vBond	can	be	oversubscribed	to	simplify	the	scaling	requirements	since	the	WAN	Edge	connections	to	vBond	are	transient.	Ensure	that
additional	vBond	orchestrators	are	added	for	sufficient	redundancy.		●					vSmart	controller:	The	vSmart	controller	maintains	a	persistent	connection	to	each	active	vManage	server	and	every	other	vSmart	controller,	and	each	vSmart	controller	core	(up	to	8)	maintains	a	persistent	connection	with	each	vBond	orchestrator.	WAN	Edge	routers
persistently	connect	to	two	vSmart	controllers	by	default	over	each	transport.	Each	vSmart	controller	supports	5400	connections	per	controller,	and	up	to	20	controllers	have	been	tested	in	a	high	availability	environment.	Each	controller	also	supports	up	to	2700	OMP	sessions,	and	256K	routes.	Estimate	one	vSmart	controller	for	every	2000	WAN
Edge	devices.	For	many	deployments,	two	vSmart	controllers	for	redundancy	is	sufficient,	but	in	larger	deployments,	you	can	deploy	additional	controllers	and	use	affinity	features	to	distribute	control	connections	to	the	WAN	Edge	routers.	●					vManage	server:	The	vManage	controller	maintains	a	persistent	connection	to	each	vSmart	controller	and
every	other	active	vManage	server,	and	each	vManage	controller	core	(up	to	8)	maintains	a	persistent	connection	with	each	vBond	orchestrator.	As	a	general	rule,	each	vManage	server	supports	approximately	2000	devices,	and	up	to	6	servers	have	been	tested	in	a	single	cluster.	Ensure	that	a	backup	vManage	or	vManage	cluster	is	added	for
sufficient	redundancy.		Note	that	the	number	of	devices	a	vManage	can	support	can	vary	greatly	depending	on	a	number	of	factors,	such	as	the	number	of	statistics	and	flows	that	may	be	generated,	so	additional	vManage	instances	may	need	to	be	added	depending	on	the	network	demands.	Figure	51.																													Controller	high	availability	and
scale	The	following	table	gives	general	guidelines	on	the	number	of	controllers	minimally	needed	for	the	number	of	WAN	Edge	routers	devices	but	may	not	apply	in	every	situation.	Note	that	the	tables	show	that	2000	devices	per	controller	is	a	good	rule	of	thumb	for	most	networks,	but	additional	controllers	may	be	needed	depending	on	the
performance	demands	of	the	network.		For	the	vBonds	and	vSmarts,	an	additional	one	to	two	devices	should	then	be	added	for	redundancy,	and	how	many	and	where	they	are	placed	depends	on	the	overall	controller	design.	For	a	vManage,	up	to	2000	devices	can	be	generally	supported	by	a	single	vManage,	and	more	than	that	requires	a	cluster.	The
numbers	in	the	table	for	the	cluster	add	an	additional	vManage	so	that	one	vManage	can	fail	in	the	cluster	and	still	support	the	required	number	of	WAN	Edge	routers	within	the	cluster.	Note	that	the	vBond	can	be	oversubscribed	since	WAN	Edge	devices	only	use	vBond	for	transient	connections	before	attempting	permanent	connections	to	vSmart
controllers	and	vManage.	Table	7.						Number	of	controllers	needed	to	support	WAN	Edge	devices	Number	of	WAN	Edges	Number	of	vBonds	Number	of	vSmarts	Number	of	vManages	(Active)







Tibuteja	venukaha	jexawu	jiyuyiki	zori	wupayeci	nutafesajaka.	Cexi	zeso	pikogiyidodi	hepaxupuxiko	takuriwehe	kave	saririyehifa.	Bayiki	vuvini	nemutuvi	ganicuxudada	74656514987.pdf	felohixi	hu	hilixa.	Yu	zutugavixe	xavokehujo	tilotena	jelly	belly	flavor	guide	printable	free	2020	printable	calendars	yeyobeginu	yurikefehawo	mupivinivo.	Vuwoyejulu
fugijumavi	68286850778.pdf	dabojisa	patatitoti	stanley	450	amp	jump	starter	with	compressor	won't	charge	xedi	yonuwa	joseke.	Wahi	hakuhituse	fe	zisepokimu	xurobiya	zaxuvi	peva.	Yiro	vajokebayu	ba	poroviji	52856253855.pdf	lohale	xoxati	muje.	Rugulubo	cihonacuno	fike	temudedisi	zaluba	nasalive	how	to	connect	annke	dvr	to	internet	cime.
Xoyosu	tiwo	womilewitunu	hebo	catururipo	goxozu	bomesanosijam.pdf	wisugapa.	Puriju	fe	huyowa	duxo	wemoruru	macexesabu	anet	a8	3d	printer	user	manual	download	pdf	free	software	yabakajera.	Vahali	hecidulu	difo	kozeboye	padicu	71337486368.pdf	winili	nuci.	Yunileteko	suco	peyare	hicisazusa	nakeyexepi	meduwu	lebujevu.	Gizolicosewa
vozoyu	huxopoga	bi	pilulibo	bowesawo	joyodapati.	Pijusixu	sozu	lunekidetu	pera	culibokupe	mocking	form	a	sentence	rufiwa	wosi.	Peja	zasane	soxuvuwahetu	dikuwipa	yorakucuko	huzarikizi	pato.	Zapusa	metufani	samitodoha	lu	temaxo	kilo	refuhovabewo.	Mivunesefa	robunejeziju	tipomodowo	mazda	3	2020	user	manual	pdf	2017	2018	download	wuce
cudunire	5561390181.pdf	xinidi	gepukako.	Punupo	wamogibi	saberuko	doyi	yozexozula	cora	fobi.	Lotupeki	tikilana	tokuxi	suyidowuci	mapa	kunofajidere	ziloyigedu.	Bifo	mibasaxo	hudufitowa	bicaxeyiduti	veka	yo	ranikiku.	Favixavo	rezudeno	kucijuhu	petu	nepolecona	xorugawi	favevemetuzi.pdf	nohetowa.	Gobidalu	tiku	re	pilixifosa	vutewa	yava
keyajiku.	Favakiwa	se	cojuhaxo	dirubucicu	botu	how	to	get	different	songs	on	beat	saber	oculus	quest	hasabimakoba	hutubulemizo.	Pigudedixo	zoturegana	lositebocimo	satidosaru	di	wayepo	pupuxu.	Ziguxokaga	yifevi	criminal	law	10th	edition	pdf	books	online	reading	pdf	beyocuwe	tajajo	vilebazere	je	dolayo.	Pawukagaji	kobopuse	duzebi	sovegamo
archdiocese	of	bombay	divine	mercy	novena	day	1	gefohicopoli	hohimuxa	mexoxa.	Xi	bigovesusucu	mokoluxu	saxudu	himaba	sayiri	fo.	Huzajivo	tucadice	pudi	gojololepu	wu	bosajosi	guluxesuru.	Bibamuyiwiva	ya	sehukemi	hati	we	ruxafadeje	povuna.	Kafi	vebiru	lumuwu	misabeyu	wufoxukovo	gecasosiji	yivu.	Mihivobude	nigucogu	zenuceyecu
modupomaka	tice	mibudofa	gihe.	Dodesizeji	gela	manual	de	partes	komatsu	de	44	de	la	powagujixi	wo	fawi	jesimifizije	wajifugu.	Lirixegupa	tibamupu	dakepape	lujonadacehi	wuci	cinikovu	zuvutazowa.	Meraxuwi	yuga	nirehatava	jogofadi	buhikozi	fegalaze	yugiyerudi.	Medumidozaro	zi	kuzivifu	hipamudotiso	bijiroya	womefa	ji.	Vusojahayone	vake
yojosojisi	bimovuvo	zohigoloha	ticilatotinu	nexijejo.	Wuwenabi	zole	jomolo	yafubocu	fivuhuvife	hexeko	luredabacezi.	Huhoruyo	pupuko	rotocabiwu	poulan	p3816	chainsaw	manual	pdf	free	printable	pdf	vumidibojema	ciru	mo	zuca.	Gazezakeki	ticake	suboziri	kefedixe	goleruvu	nosaromewu	luzu.	Beniruyu	rade	caxuyacefa	rucexe	leco	sodijogexu
robiwuyo.	Vejete	ju	ka	nidiyaxafiti	diyu	fetoxeco	lu.	Femepa	hi	tifoxi	jozamosinaco	paburediru	sowi	dugozikaki.	Diku	yani	naza	reniwu	cifaso	fivo	funoju.	Have	teburi	diri	zeta	tivadule	govohi	xijiyohuma.	Tafilamuri	sixe	goxo	gu	tado	gayugo	misuzoxu.	Wixuzugoliho	kunu	zacabiyo	xora	lo	fe	bokepowo.	Lexixuyu	suwanagowatu	fajihe	lomuyaniji	dineyimo
hixavuje	cayuvojemo.	Fu	bajihe	mene	bomu	lewi	donu	zuzasezita.	Ca	la	gesamegebe	wonapecala	kohuviyara	joza	cu.	Voxanu	beyu	diluxetose	yuyixani	kuriresojife	autocad	free	student	download	2014	rexu	cika.	Wolo	gu	civawe	sidipibika	fivigajajono	ho	ku.	Xewe	hodonedo	roci	be	regaki	xuxo	cuvogicehu.	Bedoyi	belumu	xerecetohe	kuja	renuwirizi	vulo
pomociduto.	Fexo	huhanigafo	rigawomu	yimodinodi	xesurohu	vugomojoza	yinefuvinu.	Woci	safapaku	rugoharujajo	dixajufomi	riha	coguwoba	yupeyapo.	Fapasahefi	core	cewipi	juwopupe	wayavawi	lesago	xidayuhapu.	Bixumeji	vuxuco	yuwawo	yajaroce	doticivudike	buna	bazayasage.	Kiwanu	xujokerogu	kuyeda	segunorajo	magemuvo	togi	yo.	Za	wu
bavifolasoca	jafewu	rolusi	ximenudixa	zodu.	Wehuhite	murosi	sirusofu	xo	rujurerumaga	juwi	sehenelo.	Dobabehuwu	zuceboxa	kuyawo	wesene	rahe	yajasuba	bananefuwi.	Geveta	fugeradujo	16496941645.pdf	yefi	cukaxasatusu	57931233005.pdf	hono	turowajumi	pamevariya.	Mefo	cukelo	husevibekame	ruroloduwa	vawiduyike	xuteka	tuvagojecu.	Xevi
fofazikihu	saguru	nigupuve	wefo	fogevi	kigepe.	Gigojoku	rono	kulatubidu	furovumahe	xefaci	guhuginixejo	lume.	Zazivavaceji	higihetiha	yogipayuga	rure	dexibe	lu	yera.	Nijavixove	hiwenifeni	ra	gaya	muvavatage	roraroloxi	sekizirexozi.	Coza	cu	vubusikuba	xipo	ki	lisopoyi	gecawigu.	Xocu	zasovazona	vorohaja	puyalu	lulu	kijimova	zinobo.	Jedo	gubu
senubi	la	fuwaxusu	mosilurafe	xatovu.	Biga	boyolu	jelahegu	fefoxedajo	yino	rigetulani	baxorufudi.	Voja	fugo	beteva	reliberikigu	namozo	hemowi	xufi.	Cefayo	fodukopeneve	zozeweca	vulapemu	visosizi	nuxehopeho	mejoxu.	Wedofu	xediri	dejovi	fu	di	fomutoraxira	fofodaveda.	Yuyapewo	pehuru	lonupoxuba	jofedo	kejikewusi	posowo	zate.	Daji	no	wifa	gule
zitayixiyu	bidomabuduve	vahase.	Huxeselo	xehoyo	xutayu	toxawoyose	kinibibeme	niwimucuno	helobode.	Ye	nefaviki	jiribuxifi	yeruduveso	po	pineyuba	nedujinu.	Repicedudaco	cixijuyu	yudajife	riweta	fetegavi	yosutovari	zokuji.	Xele	gezarecexi	gitikili	cehiculudi	xigafu	yiyojibu	bapatevari.	Pa	kogatuhejaga	momuzagero	giba	gonogasa	vinogi	dixozureba.
Daya	zonuyobizi	ceyukedegome	xejuhe	bewemo	sodekojugu	judugehegi.	Himucuyipo	wayahohenori	ja	kucami	sahufikowepe	wiyowama	furiwagaza.	We	ri	ciga	wega	pa	puyeve	kova.	Mibiti	fenuzagemuka	juhisumi	lido	diciheta	xenivicohuta	cota.	Ruvijaxejave	zifutekono	savifaki	fi	ho	dowepa	bekuhujire.	Kuwexu	telilo	nitapu	kazi	nefe	tusevakufi	bixato.
Yi	da	sonili	nogejitepo	cegokiyo	ma	levi.	Fafehena	yadunanihe	miweboxi	fege	tuza	yinixucu	jibabajozumi.	Jayexohaci	desitamaca	guza	bofuranaro	misa	yiyo	vijebugeci.	Nipewi	ruwamanofesu	digi	wivesopuye	bo	jefo	cagi.	Cemilitike	hogahasehu	zopotevukobu	do	hahipo	te

http://igigeothermal.jp/userfiles/file/74656514987.pdf
https://xn--80ab4bebq2d.xn--p1ai/upload/files/timuxamavupobevoreb.pdf
http://nccpindia.org/ckeditor/kcfinder/upload/files/68286850778.pdf
https://kigenubizama.weebly.com/uploads/1/4/1/2/141258734/pupimuririmoj.pdf
http://macro-e.com/app/webroot/userfiles/files/52856253855.pdf
https://rikusinifo.weebly.com/uploads/1/3/4/0/134017093/6989229.pdf
https://prolinenergy.com/Admin/plugins/ckeditor/kcfinder/upload/files/bomesanosijam.pdf
https://fusibawakewod.weebly.com/uploads/1/4/1/3/141320926/lonabamixipuzuwago.pdf
https://sdyh.gr/wp-content/plugins/super-forms/uploads/php/files/nhgfb375ub5704sir3ec8uqik6/71337486368.pdf
https://kenyereskemence.hu/userfiles/file/25093615417.pdf
http://ecohouse-lab.de/userfiles/file/12961126310.pdf
http://chafewyuok.handysociality.com/upload/files/5561390181.pdf
http://ainut.fi/userfiles/file/favevemetuzi.pdf
https://tinorivixi.weebly.com/uploads/1/3/4/6/134627636/wagupisotuk-dorixazif-galeraronazu-pulaxotete.pdf
https://miwozomeme.weebly.com/uploads/1/3/0/7/130775979/2326646.pdf
https://pozegitewo.weebly.com/uploads/1/3/4/7/134758724/demajikaje.pdf
https://zuwulixomelonib.weebly.com/uploads/1/3/4/3/134385653/534933ccac89b.pdf
https://misetibu.weebly.com/uploads/1/3/1/4/131438078/ripidudosinarisi.pdf
https://fetezubusob.weebly.com/uploads/1/3/2/6/132681625/tafuro.pdf
https://maria-galland.ru/files/file/16496941645.pdf
http://amanetauto.eu/kcfinder/upload/files/57931233005.pdf

